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HB 2737

Be it enacted by the Legislature of the State of Arizona:

Section 1. Title 44, chapter 9, Arizona Revised Statutes, is
amended by adding article 27, to read:

ARTICLE 27. CHATBOT REGULATIONS

44-1383. Definitions

IN THIS ARTICLE, UNLESS THE CONTEXT OTHERWISE REQUIRES:

1. "ADVERTISEMENT":

(a) MEANS ANY WRITTEN OR ORAL STATEMENT, ILLUSTRATION OR DEPICTION
THAT IS DISPLAYED IN EXCHANGE FOR MONETARY OR OTHER VALUABLE CONSIDERATION
IF THE WRITTEN OR ORAL STATEMENT, ILLUSTRATION OR DEPICTION DOES EITHER OF
THE FOLLOWING:

(i) PROMOTES THE SALE OR USE OF A GOOD OR SERVICE.

(ii) IS DESIGNED TO INCREASE INTEREST IN A BRAND, GOOD OR SERVICE.

(b) INCLUDES ACCESS TO DATA BETWEEN THE CHATBOT PROVIDER AND A
BRAND, GOOD OR SERVICE.

2. "AFFIRMATIVE CONSENT":

(a) MEANS A CLEAR AFFIRMATIVE ACT THAT SIGNIFIES A USER'S FREELY
GIVEN INFORMATION AND UNAMBIGUOUS AUTHORIZATION FOR AN ACT OR PRACTICE 1IN
RESPONSE TO A SPECIFIC REQUEST FROM A CHATBOT PROVIDER, IF:

(i) THE REQUEST IS PROVIDED TO THE USER IN A CLEAR AND CONSPICUOUS
STAND-ALONE DISCLOSURE.

(ii) THE REQUEST INCLUDES A DESCRIPTION THAT IS WRITTEN IN EASILY
UNDERSTANDABLE LANGUAGE.

(iii) THE REQUEST IS MADE IN A MANNER THAT IS REASONABLY ACCESSIBLE
AND AVAILABLE BY USERS WITH DISABILITIES.

(iv) THE REQUEST IS MADE AVAILABLE TO THE USER IN EACH LANGUAGE IN
WHICH THE CHATBOT PROVIDER PROVIDES A CHATBOT.

(v) THE OPTION TO DECLINE CONSENT IS AT LEAST AS PROMINENT AS THE
OPTION TO GIVE CONSENT, AND THE OPTION TO DECLINE CONSENT TAKES THE SAME
OR FEWER NUMBER OF STEPS AS THE OPTION TO GIVE CONSENT.

(vi) AFFIRMATIVE CONSENT TO AN ACT OR PRACTICE MAY NOT BE INFERRED
FROM THE INACTION OF THE USER OR THE USER'S CONTINUED USE OF A CHATBOT.

(b) DOES NOT INCLUDE:

(i) ACCEPTANCE GIVEN BY GENERAL OR BROAD TERMS OF USE.

(ii) HOVERING OVER, MUTING, PAUSING OR CLOSING A GIVEN PIECE OF
CONTENT.

(iii) AN AGREEMENT THAT IS OBTAINED THROUGH THE USE OF A FALSE,
FRAUDULENT OR MATERIALLY MISLEADING STATEMENT OR REPRESENTATION.

(iv) AN AGREEMENT THAT IS OBTAINED THROUGH THE USE OF OTHER DARK
PATTERNS.

3. "CHATBOT":

(a) MEANS AN ALGORITHMIC OR AUTOMATED SYSTEM THAT GENERATES
INFORMATION THROUGH TEXT, AUDIO, IMAGE OR VIDEO IN A MANNER THAT SIMULATES
INTERPERSONAL INTERACTIONS OR CONVERSATION.

(b) INCLUDES ARTIFICIAL INTELLIGENCE.

_1_
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4. "CHATBOT PROVIDER"™ MEANS ANY PERSON THAT CREATES, DISTRIBUTES OR
OTHERWISE MAKES A CHATBOT AVAILABLE TO A USER.

5. "CHAT LOG" MEANS BOTH OF THE FOLLOWING:

(a) INPUT DATA OR A RECORD OF THE INPUT DATA.

(b) OUTPUT DATA THAT IS GENERATED BY A CHATBOT OR FROM INTERACTIONS
WITH A CHATBOT.

6. "DARK PATTERN™ MEANS A USER INTERFACE THAT IS DESIGNED OR
MANIPULATED TO SUBVERT OR IMPAIR A USER'S AUTONOMY, DECISION-MAKING OR
CHOICE.

7. "DE-IDENTIFIED DATA"™ MEANS INFORMATION THAT:

(a) CANNOT REASONABLY BE USED TO INFER OR DERIVE THE IDENTITY OF A
USER.

(b) DOES NOT IDENTIFY A USER.

(c) IS NOT LINKED OR IS REASONABLY LINKABLE TO A USER.

8. "INPUT DATA":

(a) MEANS INFORMATION.

(b) INCLUDES:

(i) TEXTS.

(ii) PHOTOS.

(iii) AUDIO FILES.

(iv) VIDEO FILES.

(v) ANY TYPE OF FILE THAT IS PROVIDED TO A CHATBOT BY A USER.

9. "MODEL™ MEANS AN ENGINEERED OR MACHINE-BASED SYSTEM UNDERLYING A
CHATBOT AND THAT IS BASED ON THE INPUT DATA THAT IT RECEIVES AND THAT CAN
INFER HOW TO GENERATE OUTPUT DATA THAT CAN INFLUENCE PHYSICAL OR VIRTUAL
ENVIRONMENTS.

10. "PERSONAL DATA":

(a) MEANS EITHER OF THE FOLLOWING:

(i) ANY INFORMATION, INCLUDING DERIVED DATA, THAT IS LINKED OR
REASONABLY LINKABLE EITHER BY ITSELF OR IN COMBINATION WITH OTHER
INFORMATION TO AN IDENTIFIED OR IDENTIFIABLE USER.

(ii) A DEVICE THAT IDENTIFIES OR IS LINKED OR IS REASONABLY
LINKABLE TO A USER.

(b) DOES NOT INCLUDE DE-IDENTIFIED DATA OR PUBLICLY AVAILABLE
INFORMATION.

11. "PUBLICLY AVAILABLE INFORMATION":

(a) MEANS INFORMATION THAT HAS BEEN LAWFULLY MADE AVAILABLE TO
THE PUBLIC SUBJECT TO A PUBLIC RECORDS REQUEST PURSUANT TO TITLE 39,
CHAPTER 1.

(b) DOES NOT INCLUDE:

(i) OBSCENE ITEMS AS PRESCRIBED IN TITLE 13, CHAPTER 35.

(ii) BIOMETRIC DATA.

(iii) PERSONAL DATA THAT IS CREATED THROUGH THE COMBINATION OF
PERSONAL DATA AND PUBLICLY AVAILABLE INFORMATION.
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(iv) GENETIC DATA, UNLESS THE GENETIC DATA WAS MADE AVAILABLE TO
THE PUBLIC BY THE USER TO WHOM THE GENETIC DATA PERTAINS.

(v) INFORMATION THAT IS MADE AVAILABLE TO THE PUBLIC BY A USER WHO
USES A WEBSITE OR ONLINE PLATFORM ON WHICH THE USER HAS RESTRICTED THE
INFORMATION TO A SPECIFIC AUDIENCE.

(vi) INTIMATE IMAGES THAT ARE EITHER AUTHENTIC OR COMPUTER
GENERATED AND THAT ARE KNOWN TO BE NONCONSENSUAL.

12. "PROCESS™ OR "PROCESSING":

(a) MEANS ANY OPERATION OR SET OF OPERATIONS THAT ARE PERFORMED ON
PERSONAL DATA OR INPUT DATA.

(b) INCLUDES THE USE, STORAGE, DISCLOSURE, ANALYSIS, DELETION OR
MODIFICATION OF PERSONAL DATA OR INPUT DATA.

13. "PROFILING":

(a) MEANS TO PROCESS PERSONAL DATA OR INPUT DATA TO CLASSIFY OR
DESIGNATE PERSONALITY TRAITS AND BEHAVIORAL CHARACTERISTICS OF A USER.

(b) DOES NOT INCLUDE PROCESSING CHAT LOGS FOR USER SAFETY OR TO
OTHERWISE COMPLY WITH THIS ARTICLE.

14. "SELL™:

(a) MEANS EITHER OF THE FOLLOWING:

(i) THE EXCHANGE OF PERSONAL DATA OR INPUT DATA FOR MONETARY OR
OTHER VALUABLE CONSIDERATION.

(ii) TO MAKE PERSONAL DATA OR INPUT DATA AVAILABLE TO A THIRD PARTY
FOR MONETARY OR OTHER VALUABLE CONSIDERATION.

(b) DOES NOT INCLUDE ANY OF THE FOLLOWING:

(i) THE DISCLOSURE OF PERSONAL DATA OR INPUT DATA TO A THIRD PARTY
THAT PROCESSES THE PERSONAL DATA OR INPUT DATA ON BEHALF OF THE CHATBOT
PROVIDER.

(ii) THE DISCLOSURE OF PERSONAL DATA OR INPUT DATA WHERE THE USER
PROVIDES AFFIRMATIVE CONSENT AND DIRECTS THE CHATBOT PROVIDER TO DISCLOSE
THE PERSONAL DATA OR INPUT DATA OR INTENTIONALLY USES THE CHATBOT PROVIDER
TO INTERACT WITH A THIRD PARTY.

(iii) THE DISCLOSURE OF PERSONAL DATA OR INPUT DATA THAT THE USER
INTENTIONALLY MADE AVAILABLE TO THE PUBLIC THROUGH SOCIAL MEDIA AND DID
NOT RESTRICT THE INFORMATION TO A SPECIFIC AUDIENCE.

15. "TRAINING":

(a) MEANS THE USE OF INPUT DATA TO ADJUST OR MODIFY A MODEL.

(b) DOES NOT INCLUDE:

(i) TESTS THAT ARE USED TO IDENTIFY RISK OF HARM TO USERS.

(ii) ADJUSTMENTS OR MODIFICATIONS THAT ARE MADE TO ADDRESS
IDENTIFIED RISK OF HARM TO USERS.

(iii) ANY ACTION THAT IS NECESSARY TO COMPLY WITH THIS ARTICLE OR
AS OTHERWISE REQUIRED BY LAW.

16. "USER"™ MEANS ANY NATURAL PERSON REGARDLESS OF AGE.
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44-1383.01. Chatbot provider; data security; personal data;

prohibitions; requirements

A. A CHATBOT PROVIDER MAY NOT:

1. PROCESS PERSONAL DATA TO INFORM A CHATBOT OUTPUT UNLESS
PROCESSING PERSONAL DATA IS NECESSARY TO FULFILL AN EXPRESS REQUEST THAT
IS MADE BY A USER AND THE USER PROVIDES AFFIRMATIVE CONSENT.

2. PROCESS A USER'S CHAT LOG:

(a) TO DETERMINE WHETHER TO DISPLAY AN ADVERTISEMENT FOR A PRODUCT
OR SERVICE TO A USER.

(b) TO DETERMINE A PRODUCT OR SERVICE OR CATEGORY OF A PRODUCT OR
SERVICE TO ADVERTISE TO A USER.

(c) TO CUSTOMIZE AN ADVERTISEMENT FOR PRESENTATION TO A USER.

3. PROCESS A USER'S CHAT LOG AND PERSONAL DATA:

(a) IF THE CHATBOT PROVIDER KNOWS OR REASONABLY SHOULD HAVE KNOWN
THAT BASED ON KNOWLEDGE OF OBJECTIVE CIRCUMSTANCES THE USER IS A MINOR AND
THE USER'S PARENT OR LEGAL GUARDIAN DID NOT PROVIDE AFFIRMATIVE CONSENT.

(b) FOR TRAINING PURPOSES IF THE CHATBOT PROVIDER KNOWS OR
REASONABLY SHOULD HAVE KNOWN THAT BASED ON KNOWLEDGE OF OBJECTIVE
CIRCUMSTANCES THE USER IS A MINOR AND THE USER'S PARENT OR LEGAL GUARDIAN
DID NOT PROVIDE AFFIRMATIVE CONSENT.

(c) FOR TRAINING PURPOSES IF THE USER IS AN ADULT, UNLESS THE
CHATBOT PROVIDER FIRST OBTAINS AFFIRMATIVE CONSENT.

(d) TO ENGAGE IN PROFILING BEYOND WHAT IS NECESSARY TO FULFILL AN
EXPRESS REQUEST.

4. PROFILE A USER BASED ON ANY CLASSIFICATION OR DESIGNATION OF THE
USER'S PERSONALITY OR BEHAVIORAL CHARACTERISTIC BEYOND WHAT IS NECESSARY
TO FULFILL AN EXPRESS REQUEST MADE BY THE USER.

5. SELL A USER'S CHAT LOGS.

6. RETAIN A USER'S CHAT LOG FOR MORE THAN TEN YEARS, UNLESS
RETENTION IS NECESSARY TO COMPLY WITH THIS ARTICLE OR OTHERWISE REQUIRED
BY LAW.

7. DISCRIMINATE OR RETALIATE AGAINST A USER, INCLUDING:

(a) DENYING PRODUCTS OR SERVICES TO THE USER.

(b) CHARGING DIFFERENT PRICES OR RATES FOR PRODUCTS OR SERVICES TO
THE USER.

(c) PROVIDING LOWER QUALITY PRODUCTS OR SERVICE TO THE USER FOR
REFUSING TO CONSENT TO THE USE OF CHAT LOGS OR PERSONAL DATA FOR TRAINING
PURPOSES.

B. A USER HAS A RIGHT TO ACCESS THE USER'S OWN CHAT LOGS AT ANY
TIME. A CHATBOT PROVIDER SHALL PROVIDE A USER'S OWN CHAT LOG ON REQUEST
BY THE USER AND SHALL PROVIDE THE CHAT LOG IN A DOWNLOADABLE AND EASY TO
READ FORMAT. A CHATBOT PROVIDER MAY NOT DISCRIMINATE OR RETALIATE AGAINST
A USER PURSUANT TO SUBSECTION A PARAGRAPH 7 OF THIS SECTION THAT REQUESTS
THE USER'S CHAT.
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C. A GOVERNMENT ENTITY MAY NOT COMPEL THE PRODUCTION OF OR ACCESS
TO INPUT DATA OR CHAT LOGS FROM A CHATBOT PROVIDER, EXCEPT AS PURSUANT TO
A WIRETAP WARRANT.

D. A CHATBOT PROVIDER SHALL DEVELOP, IMPLEMENT AND MAINTAIN A
COMPREHENSIVE DATA  SECURITY PROGRAM THAT CONTAINS ADMINISTRATIVE,
TECHNICAL AND PHYSICAL SAFEGUARDS THAT ARE PROPORTIONATE TO THE VOLUME AND
NATURE OF PERSONAL DATA AND CHAT LOGS THAT ARE MAINTAINED BY THE CHATBOT
PROVIDER. THE PROGRAM SHALL BE WRITTEN AND MADE PUBLICLY AVAILABLE ON THE
CHATBOT PROVIDER'S WEBSITE.

E. A CHATBOT PROVIDER SHALL TAKE THE NECESSARY  PHYSICAL,
ADMINISTRATIVE AND TECHNICAL MEASURES TO PREVENT DE-IDENTIFIED DATA FROM
BEING RE-IDENTIFIED AND TO PROCESS, RETAIN AND TRANSFER DE-IDENTIFIED DATA
WITHOUT ANY REASONABLE MEANS OF RE-IDENTIFICATION.

44-1383.02. Chatbot provider: advertising: prohibitions;:

notice requirements

A. A CHATBOT PROVIDER MAY NOT:

1. USE ANY TERM, LETTER OR PHRASE IN THE ADVERTISING, INTERFACE OR
OUTPUT DATA OF A CHATBOT THAT STATES OR IMPLIES THAT THE ADVERTISING,
INTERFACE OR OUTPUT DATA OF A CHATBOT IS ENDORSED BY OR EQUIVALENT TO ANY
OF THE FOLLOWING:

(a) ANY CERTIFIED, REGISTERED OR LICENSED PROFESSIONAL PURSUANT TO
TITLE 32.

(b) A LICENSED LEGAL PROFESSIONAL.

(c) A CERTIFIED PUBLIC ACCOUNTANT AS DEFINED IN SECTION 32-701.

(d) AN INVESTMENT ADVISOR OR AN INVESTMENT ADVISER REPRESENTATIVE
AS DEFINED IN SECTION 44-3101.

(e) A LICENSED FIDUCIARY AS PRESCRIBED IN TITLE 14, CHAPTER 5,
ARTICLE 7.

2. INCLUDE ANY REPRESENTATION IN THE ADVERTISING, INTERFACE OR
OUTPUT DATA OF A CHATBOT THAT STATES OR IMPLIES THE USER'S INPUT DATA OR
CHAT LOG IS CONFIDENTIAL.

B. A CHATBOT PROVIDER SHALL PROVIDE CLEAR, CONSPICUOUS AND EXPLICIT
NOTICE TO A USER THAT THE USER IS INTERACTING WITH A CHATBOT RATHER THAN A
NATURAL PERSON BEFORE THE CHATBOT MAY GENERATE ANY OUTPUT DATA. THE
CHATBOT PROVIDER SHALL INCLUDE THIS NOTICE AT THE BEGINNING OF EACH
CHATBOT COMMUNICATION WITH A USER, EVERY HOUR THEREAFTER AND EACH TIME A
USER ASKS WHETHER THE CHATBOT IS A NATURAL PERSON. THE TEXT OF THE
NOTICE:

1. SHALL BE WRITTEN IN THE SAME LANGUAGE THAT THE CHATBOT
COMMUNICATES WITH THE USER AND SHALL APPEAR IN A FONT SIZE THAT IS EASILY
READABLE BY AN AVERAGE USER AND IS NOT SMALLER THAN THE LARGEST FONT SIZE
USED FOR OTHER CHATBOT COMMUNICATIONS.

2. MUST COMPLY WITH THE RULES ADOPTED BY THE ATTORNEY GENERAL
PURSUANT TO SECTION 44-1383.03.
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C. IN COMPLIANCE WITH THE RULES ADOPTED BY THE ATTORNEY GENERAL
PURSUANT TO SECTION 44-1383.03, A CHATBOT PROVIDER SHALL:

1. ON A MONTHLY BASIS:

(a) EVALUATE ITS CHATBOT FOR POTENTIAL RISK OF HARM TO USERS.

(b) MAKE INFORMATION ABOUT ITS CHATBOT PUBLICLY AVAILABLE ON ITS
WEBSITE.

2. MITIGATE ANY RISK OF HARM TO USERS.

44-1383.03. Attorney general; rulemaking

A. THE ATTORNEY GENERAL SHALL ADOPT RULES TO IMPLEMENT THIS
ARTICLE. THE RULES SHALL:

1. DESCRIBE THE FORM AND CONTENT OF THE NOTICE THAT IS REQUIRED
PURSUANT TO SECTION 44-1383.02.

2. PROVIDE AN EXAMPLE TEMPLATE FOR THE NOTICE THAT IS REQUIRED
PURSUANT TO SECTION 44-1383.02.

3. DESCRIBE ANY POTENTIAL RISK OF HARM TO USERS.

4. PROVIDE REQUIREMENTS FOR A CHATBOT PROVIDER TO IMPLEMENT TO
REDUCE THE RISK OF HARM TO USERS.

B. THE ATTORNEY GENERAL MAY ADOPT ANY OTHER RULES NECESSARY TO
IMPLEMENT THIS ARTICLE.

44-1383.04. (Chatbots; products Tiability; injury to user

A. A CHATBOT IS CONSIDERED A PRODUCT FOR THE PURPOSES OF A PRODUCT
LIABILITY ACTION AS PRESCRIBED IN TITLE 12, CHAPTER 6, ARTICLE 9.

B. A CHATBOT PROVIDER HAS A DUTY TO ENSURE THAT THE USE OF THE
CHATBOT PROVIDER'S DOES NOT CAUSE INJURY TO A USER.

C. A CHATBOT PROVIDER IS LIABLE FOR ANY INJURY THAT THE CHATBOT
CAUSES TO A USER IF EITHER OF THE FOLLOWING OCCURS:

1. THE CHATBOT PROVIDER EXERCISED ALL REASONABLE CARE IN THE DESIGN
AND DISTRIBUTION OF THE CHATBOT.

2. THE CHATBOT PROVIDER DID NOT DIRECTLY DISTRIBUTE THE CHATBOT TO
THE USER OR OTHERWISE ENTER INTO A CONTRACTUAL RELATIONSHIP WITH THE USER.

44-1383.05. Attorney general; county attorney; violation;

civil action; enforcement; private right of
action: civil penalty

A. THE ATTORNEY GENERAL OR A COUNTY ATTORNEY MAY BRING A CIVIL
ACTION AGAINST A CHATBOT PROVIDER THAT VIOLATES THIS ARTICLE AND THAT
INCLUDES ANY OF THE FOLLOWING:

1. ENJOINING AN ACT OR PRACTICE IN VIOLATION OF THIS ARTICLE.

2. ENFORCING COMPLIANCE WITH THIS ARTICLE OR A RULE ADOPTED
PURSUANT TO THIS ARTICLE.

3. OBTAINING DAMAGES, CIVIL PENALTIES, RESTITUTION OR OTHER
REMEDIES.

4. OBTAINING REASONABLE ATTORNEY FEES AND OTHER LITIGATION COSTS.

B. A VIOLATION OF SECTION 44-1383.01 OR 44-1383.02 CONSTITUTES AN
INJURY IN FACT TO A USER.
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C.

A USER WHO IS INJURED BY A VIOLATION OF SECTION 44-1383.01 OR

44-1383.02 MAY BRING A CIVIL ACTION AGAINST THE CHATBOT PROVIDER, AND A
COURT OF COMPETENT JURISDICTION MAY AWARD A PREVAILING PLAINTIFF ANY OF
THE FOLLOWING:

1.
ARTICLE.
2.
3.
4.
5.
Sec.

A CIVIL PENALTY OF NOT MORE THAN $5,000 PER VIOLATION OF THIS

PUNITIVE DAMAGES FOR RECKLESS AND KNOWING CONDUCT.
INJUNCTIVE RELIEF.

DECLARATORY RELIEF.

REASONABLE ATTORNEY FEES AND LITIGATION COSTS.

2. Short title

This act may be cited as the "ChatBot Protection Act".
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