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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Title 41, chapter 41, article 2, Arizona Revised 2 

Statutes, is amended by adding sections 41-4274 and 41-4275, to read: 3 
41-4274.  Drones; prohibition; research and accountability; 4 

violation; classification; penalties; definitions 5 
A.  AN AGENCY MAY NOT PURCHASE, ACQUIRE OR OTHERWISE USE A DRONE OR 6 

ANY RELATED EQUIPMENT PRODUCED BY EITHER OF THE FOLLOWING: 7 
1.  A MANUFACTURER DOMICILED IN, OWNED OR CONTROLLED BY A COUNTRY OF 8 

CONCERN. 9 
2.  A COMPANY OWNED BY OR DOMICILED IN A COUNTRY OF CONCERN.  10 
B.  NOTWITHSTANDING SUBSECTION A OF THIS SECTION, AN AGENCY MAY 11 

PURCHASE, ACQUIRE OR OTHERWISE USE A DRONE PRODUCED BY A MANUFACTURER 12 
DOMICILED IN, OWNED OR CONTROLLED BY A COUNTRY OF CONCERN IF THE DRONE IS 13 
USED BY AN AGENCY IN THIS STATE FOR RESEARCH AND ACCOUNTABILITY PURPOSES 14 
ONLY.  WHEN USING A DRONE PURSUANT TO THIS SECTION, THE AGENCY SHALL WEIGH 15 
THE GOALS OF THE RESEARCH AGAINST THE RISK TO ANY NETWORKS OR DATA. 16 

C.  BEFORE AN AGENCY MAY USE A DRONE PURSUANT TO SUBSECTION B OF 17 
THIS SECTION, THE AGENCY SHALL PROVIDE WRITTEN NOTICE TO THE DEPARTMENT 18 
NOT LATER THAN THIRTY DAYS BEFORE USING THE DRONE. EACH NOTICE SHALL STATE 19 
THE INTENDED PURPOSE OF THE USE, THE PARTICIPANTS AND ANY BENEFITS OF THE 20 
RESEARCH.  THE AGENCY, ON REQUEST OF THE DEPARTMENT, SHALL PROVIDE ACCESS 21 
TO ANY RESEARCH FINDINGS. 22 

D.  A DRONE OR THE DRONE'S SOFTWARE THAT IS USED BY AN AGENCY SHALL 23 
BE USED IN COMPLIANCE WITH ALL OTHER APPLICABLE DATA STANDARDS AS REQUIRED 24 
BY LAW AND THE AGENCY'S POLICIES AND PROCEDURES AND MAY CONNECT TO ANY OF 25 
THE FOLLOWING: 26 

1.  THE INTERNET, ONLY FOR THE PURPOSE OF COMMAND AND CONTROL, 27 
COORDINATION OR OTHER COMMUNICATIONS TO GROUND CONTROL STATIONS OR SYSTEMS 28 
RELATED TO THE MISSION OF THE DRONE.  IF A DRONE CONNECTS TO THE INTERNET 29 
PURSUANT TO THIS PARAGRAPH, THE AGENCY SHALL REQUIRE THAT THE COMMAND AND 30 
CONTROL, COORDINATION OR OTHER COMMUNICATIONS TO GROUND CONTROL STATIONS 31 
OR SYSTEMS BE SECURE, MONITORED AND ISOLATED FROM ANY NETWORKS IN WHICH 32 
THE AGENCY'S DATA IS HELD. 33 

2.  A COMPUTER OR THE NETWORK OF AN AGENCY IF BOTH OF THE FOLLOWING 34 
APPLY: 35 

(a)  THE DRONE OR THE DRONE'S SOFTWARE IS ISOLATED IN A WAY THAT 36 
PREVENTS ACCESS TO THE INTERNET AND ANY NETWORK WHERE THE AGENCY'S DATA IS 37 
HELD. 38 

(b)  THE DRONE OR THE DRONE'S SOFTWARE USES REMOVABLE MEMORY TO 39 
CONNECT TO THE COMPUTER OR NETWORK THAT IS ISOLATED IN A WAY THAT PREVENTS 40 
ACCESS TO A NETWORK WHERE THE AGENCY'S DATA IS HELD. 41 

E.  ANY TRANSFER OF DATA BETWEEN AN ISOLATED NETWORK DESCRIBED IN 42 
SUBSECTION D, PARAGRAPH 2 OF THIS SECTION AND THE NETWORK WHERE THE 43 
AGENCY'S DATA IS HELD REQUIRES THE FOLLOWING: 44 
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1.  AN INITIAL SCAN USING ANTIVIRUS OR ANTIMALWARE SOFTWARE FOR 1 
MALICIOUS CODE ON THE COMPUTER CONNECTED DIRECTLY OR INDIRECTLY TO THE 2 
DRONE. 3 

2.  THE USE OF ANTIVIRUS AND ANTIMALWARE SOFTWARE DURING A DATA 4 
TRANSFER. 5 

3.  A SCAN OF THE DESTINATION OF THE TRANSFERRED DATA USING 6 
ANTIVIRUS AND ANTIMALWARE SOFTWARE FOR MALICIOUS CODE. 7 

F.  A DRONE OR THE DRONE'S SOFTWARE THAT IS USED BY AN AGENCY MAY 8 
NOT CONNECT WITH A TELEPHONE, TABLET OR OTHER MOBILE DEVICE THAT IS ISSUED 9 
BY AN AGENCY OR THAT CONNECTS TO AN AGENCY'S NETWORK.  10 

G.  IN ADDITION TO THE REQUIREMENTS OF SUBSECTIONS D AND E OF THIS 11 
SECTION, A TIER TWO DRONE OR ANY RELATED SERVICES OR EQUIPMENT SHALL USE A 12 
FEDERAL INFORMATION PROCESS STANDARD COMPLAINT ENCRYPTION ALGORITHM FOR 13 
ALL COMMUNICATIONS TO AND FROM THE TIER TWO DRONE. 14 

H.  THE CRITICAL COMPONENTS OF A TIER TWO DRONE MAY NOT BE PRODUCED 15 
BY A MANUFACTURER DOMICILED IN OR OWNED OR CONTROLLED BY OR OTHERWISE 16 
CONNECTED TO A COUNTRY OF CONCERN. 17 

I.  IN ADDITION TO THE REQUIREMENTS OF SUBSECTIONS D, E, F AND G OF 18 
THIS SECTION, THE DATA STORAGE OF A TIER THREE DRONE SHALL BE RESTRICTED 19 
TO THE GEOGRAPHIC LOCATION OF THE UNITED STATES.  REMOTE ACCESS TO DATA 20 
STORAGE, OTHER THAN OPEN DATA, FROM OUTSIDE THE UNITED STATES IS 21 
PROHIBITED UNLESS APPROVED IN WRITING BY THE DIRECTOR OF AN AGENCY OR THE 22 
DIRECTOR'S DESIGNEE. 23 

J.  THE DEPARTMENT, IN CONSULTATION WITH OTHER STATE, LOCAL AND 24 
FEDERAL AUTHORITIES, SHALL IDENTIFY THE GEOGRAPHIC COORDINATES OF 25 
SENSITIVE INSTALLATIONS WITHIN THIS STATE FOR THE PURPOSE OF PROHIBITING 26 
DRONE USAGE OVER THE SENSITIVE LOCATIONS. 27 

K.  ANY PROVIDERS OF FLIGHT MAPPING SOFTWARE OR OTHER PROGRAMS FOR 28 
OPERATING A DRONE SHALL GEOFENCE THIS STATE'S SENSITIVE LOCATIONS TO 29 
PREVENT ANY DRONES FROM FLYING OVER THIS STATE'S SENSITIVE LOCATIONS.  30 
THIS SUBSECTION DOES NOT APPLY TO DRONES THAT ARE USED BY LAW ENFORCEMENT 31 
AGENCIES IN THIS STATE.  32 

L.  IT IS A CLASS 1 MISDEMEANOR FOR A PROVIDER OF ANY FLIGHT MAPPING 33 
SOFTWARE TO ALLOW A USER TO FLY A DRONE OVER A SENSITIVE LOCATION, UNLESS 34 
THE USER IS A LAW ENFORCEMENT AGENCY IN THIS STATE. 35 

M.  IT IS A CLASS 1 MISDEMEANOR FOR A USER OF A DRONE NOT USING 36 
FLIGHT MAPPING SOFTWARE TO FLY A DRONE OVER A SENSITIVE LOCATION.  THIS 37 
SUBSECTION DOES NOT APPLY TO A LAW ENFORCEMENT AGENCY IN THIS STATE OR TO 38 
DRONE USERS WHO HAVE PERMISSION OF THE AUTHORITY IN CHARGE OF THE 39 
SENSITIVE LOCATION TO OPERATE A DRONE IN, ON OR ABOVE THE SENSITIVE 40 
LOCATION. 41 

N.  FOR THE PURPOSES OF THIS SECTION: 42 
1.  "AGENCY" MEANS ANY STATE, COUNTY, LOCAL OR MUNICIPAL 43 

GOVERNMENTAL ENTITY. 44 
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2.  "COUNTRY OF CONCERN": 1 
(a)  MEANS ANY OF THE FOLLOWING: 2 
(i)  CHINA. 3 
(ii)  CUBA. 4 
(iii)  IRAN. 5 
(iv)  NORTH KOREA. 6 
(v)  RUSSIA. 7 
(vi)  SAUDI ARABIA. 8 
(vii)  VENEZUELA. 9 
(viii)  SYRIA. 10 
(b)  INCLUDES ANY OTHER ENTITY OR AGENT UNDER SIGNIFICANT CONTROL OF 11 

A COUNTRY OF CONCERN.  12 
3.  "CRITICAL COMPONENT": 13 
(a)  MEANS A DRONE COMPONENT RELATED TO ANY OF THE FOLLOWING: 14 
(i)  RADIO. 15 
(ii)  DATA TRANSMISSION DEVICES. 16 
(iii)  CAMERAS. 17 
(iv)  GIMBALS. 18 
(v)  GROUND CONTROL SYSTEMS. 19 
(vi)  OPERATING SOFTWARE, INCLUDING CELL PHONE OR TABLET 20 

APPLICATIONS. 21 
(vii)  NETWORK CONNECTIVITY. 22 
(viii)  DATA STORAGE. 23 
(b)  DOES NOT INCLUDE: 24 
(i)  PASSIVE ELECTRONICS. 25 
(ii)  RESISTORS. 26 
(iii)  NONDATA TRANSMITTING MOTORS. 27 
(iv)  BATTERIES. 28 
(v)  WIRING. 29 
4.  "CRITICAL INFRASTRUCTURE":  30 
(a)  MEANS SYSTEMS AND ASSETS, WHETHER PHYSICAL OR VIRTUAL, THAT ARE 31 

SO VITAL TO THIS STATE AND THE UNITED STATES THAT THE INCAPACITY OR 32 
DESTRUCTION OF THOSE SYSTEMS AND ASSETS WOULD HAVE A DEBILITATING IMPACT 33 
ON SECURITY, ECONOMIC SECURITY, PUBLIC HEALTH OR SAFETY. 34 

(b)  INCLUDES: 35 
(i)  GAS AND OIL PRODUCTION, STORAGE OR DELIVERY SYSTEMS. 36 
(ii)  WATER SUPPLY REFINEMENT, STORAGE OR DELIVERY SYSTEMS. 37 
(iii)  ELECTRICAL POWER DELIVERY SYSTEMS. 38 
(iv)  TELECOMMUNICATIONS NETWORKS. 39 
(v)  TRANSPORTATION SYSTEMS AND SERVICES. 40 
(vi)  PERSONAL DATA OR OTHERWISE CLASSIFIED INFORMATION STORAGE 41 

SYSTEMS, INCLUDING CYBERSECURITY. 42 
5.  "DATA" MEANS ANY INFORMATION, DOCUMENTS, MEDIA OR 43 

MACHINE-READABLE MATERIAL, REGARDLESS OF PHYSICAL FORM OR CHARACTERISTICS, 44 
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THAT IS CREATED OR OBTAINED BY AN AGENCY IN THE COURSE OF OFFICIAL AGENCY 1 
BUSINESS. 2 

6.  "DRONE" MEANS AN UNMANNED AIRCRAFT, WATERCRAFT, GROUND VEHICLE 3 
OR ROBOTIC DEVICE THAT IS CONTROLLED BY A HUMAN OPERATOR OR THAT OPERATES 4 
AUTONOMOUSLY THROUGH COMPUTER SOFTWARE OR OTHER PROGRAMMING. 5 

7.  "FLIGHT MAPPING SOFTWARE" MEANS ANY PROGRAM OR GROUND CONTROL 6 
SYSTEM THAT ALLOWS FOR USERS TO DO EITHER OF THE FOLLOWING: 7 

(a)  INPUT A SET OF COORDINATES OR LOCATIONS TO WHICH THE DRONE WILL 8 
AUTONOMOUSLY FLY IN A PREDETERMINED FLIGHT PATTERN. 9 

(b)  CONTROL THE FLIGHT PATH OR DESTINATION OF THE DRONE FROM ANY 10 
DEVICE OTHER THAN A DEDICATED HANDHELD CONTROLLER WITHIN SIGHT OF THE 11 
DRONE. 12 

8.  "GEOFENCE" MEANS A VIRTUAL GEOGRAPHIC BOUNDARY THAT IS DEFINED 13 
BY THE GLOBAL POSITIONING SYSTEM, RADIO FREQUENCY IDENTIFICATION OR SOME 14 
OTHER LOCATION POSITIONING TECHNOLOGY AND THAT IS CREATED TO PREVENT THE 15 
USE OF DRONES WITHIN A RESTRICTED GEOGRAPHIC AREA. 16 

9.  "INSTRUCTIONAL TECHNOLOGY" MEANS AN INTERACTIVE DEVICE THAT IS 17 
USED BY A SCHOOL, THAT ASSISTS IN INSTRUCTING A CLASS OR A GROUP OF 18 
STUDENTS AND THAT INCLUDES THE NECESSARY HARDWARE AND SOFTWARE TO OPERATE 19 
THE INTERACTIVE DEVICE. 20 

10.  "OPEN DATA": 21 
(a)  MEANS DATA THAT IS FULLY DISCOVERABLE AND USABLE BY THE PUBLIC. 22 
(b)  DOES NOT INCLUDE DATA THAT AN AGENCY IS STATUTORILY AUTHORIZED 23 

TO ASSESS A FEE FOR ITS DISTRIBUTION OR DATA THAT IS RESTRICTED FROM 24 
PUBLIC DISCLOSURE BASED ON FEDERAL OR STATE LAWS AND REGULATIONS, 25 
INCLUDING LAWS AND REGULATIONS RELATED TO ANY OF THE FOLLOWING: 26 

(i)  PRIVACY. 27 
(ii)  CONFIDENTIALITY. 28 
(iii)  SECURITY. 29 
(iv)  PERSONAL HEALTH. 30 
(v)  BUSINESS. 31 
(vi)  TRADE SECRET INFORMATION. 32 
(vii)  EXEMPTIONS FROM STATE PUBLIC RECORDS LAWS. 33 
11.  "RESEARCH AND ACCOUNTABILITY PURPOSES": 34 
(a)  MEANS RESEARCH ON DRONE HARDWARE, OPERATING SYSTEMS, SOFTWARE, 35 

COMMUNICATIONS SYSTEMS AND PROTOCOLS, COMPONENTS AND DATA PRACTICES FOR 36 
THE PURPOSE OF UNDERSTANDING THE EXISTENCE AND EXTENT OF POTENTIAL THREATS 37 
AND VULNERABILITIES. 38 

(b)  INCLUDES RESEARCH CONDUCTED AT THE DIRECTION OF A STATE 39 
GOVERNMENT AGENCY OR A FEDERAL AGENCY, OR A PARTY CONTRACTED BY A STATE 40 
GOVERNMENT AGENCY OR FEDERAL AGENCY TO CONDUCT THE RESEARCH. 41 

12.  "SENSITIVE LOCATION": 42 
(a)  MEANS ANY LOCATION IN THIS STATE WHERE THE USE OF A DRONE IS 43 

PROHIBITED AND THAT MUST BE GEOFENCED BY COMPANIES THAT PROVIDE FLIGHT 44 
MAPPING SOFTWARE TO PREVENT UNAUTHORIZED USE OF DRONES.  45 
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(b)  INCLUDES ALL MILITARY LOCATIONS, POWER STATIONS, CRITICAL 1 
INFRASTRUCTURE AND ANY OTHER LOCATIONS. 2 

13.  "TIER THREE DRONE" MEANS A DRONE THAT COLLECTS, TRANSMITS OR 3 
RECEIVES ANY DATA, INCLUDING VISUAL AND AUDITORY DATA. 4 

14.  "TIER TWO DRONE" MEANS A DRONE THAT COLLECTS, TRANSMITS OR 5 
RECEIVES ONLY FLIGHT CONTROL DATA, EXCLUDING VISUAL AND AUDITORY DATA.  6 

41-4275.  Light detection and ranging equipment; country of 7 
concern; prohibition; autonomous vehicles; 8 
definitions 9 

A.  ANY NEW STATE INFRASTRUCTURE CONSTRUCTED IN THIS STATE MAY NOT 10 
USE ANY LIGHT DETECTION AND RANGING EQUIPMENT MANUFACTURED IN OR BY A 11 
COMPANY DOMICILED IN A COUNTRY OF CONCERN OR A COMPANY OWNED BY A COMPANY 12 
DOMICILED IN A COUNTRY OF CONCERN. 13 

B.  ANY EXISTING STATE INFRASTRUCTURE IN THIS STATE THAT IS 14 
CURRENTLY USING ANY LIGHT DETECTION AND RANGING EQUIPMENT MANUFACTURED IN 15 
OR BY A COMPANY DOMICILED IN A COUNTRY OF CONCERN OR A COMPANY OWNED BY A 16 
COMPANY DOMICILED IN A COUNTRY OF CONCERN SHALL REMOVE AND REPLACE THE 17 
EQUIPMENT WITHIN NINETY DAYS AFTER THE EFFECTIVE DATE OF THIS SECTION. 18 

C.  NO PROCUREMENT MADE BY AN AGENCY OR A POLITICAL SUBDIVISION OF 19 
THIS STATE MAY INCLUDE ANY LIGHT DETECTION AND RANGING EQUIPMENT 20 
MANUFACTURED IN OR BY A COMPANY DOMICILED IN A COUNTRY OF CONCERN OR A 21 
COMPANY OWNED BY A COMPANY DOMICILED IN A COUNTRY OF CONCERN. 22 

D.  NOTWITHSTANDING ANY OTHER LAW, AN AUTONOMOUS VEHICLE THAT 23 
INCLUDES ANY LIGHT DETECTION AND RANGING EQUIPMENT MANUFACTURED IN OR BY A 24 
COMPANY DOMICILED IN A COUNTRY OF CONCERN MAY NOT BE ISSUED ANY 25 
CERTIFICATION, LICENSE OR REGULATORY APPROVAL CONCERNING THE AUTONOMOUS 26 
VEHICLE'S APPROVAL, USE OR OPERATION IN THIS STATE.  27 

E.  FOR THE PURPOSES OF THIS SECTION: 28 
1.  "AUTONOMOUS VEHICLES" MEANS ANY VEHICLE EQUIPPED WITH AN 29 

AUTOMATED DRIVING SYSTEM OR HARDWARE OR SOFTWARE THAT IS CAPABLE OF 30 
PERFORMING PART OR ALL OF THE DYNAMIC DRIVING ON A SUSTAINED BASIS, 31 
REGARDLESS OF WHETHER IT IS LIMITED TO A SPECIFIC OPERATIONAL DESIGN 32 
DOMAIN. 33 

2.  "COUNTRY OF CONCERN" MEANS ANY OF THE FOLLOWING: 34 
(a)  CHINA. 35 
(b)  CUBA. 36 
(c)  IRAN. 37 
(d)  NORTH KOREA. 38 
(e)  RUSSIA. 39 
(f)  SAUDI ARABIA. 40 
(g)  VENEZUELA. 41 
(h)  SYRIA. 42 
3.  "DOMICILE" MEANS EITHER THE COUNTRY WHERE A COMPANY IS 43 

REGISTERED, WHERE THE COMPANY AFFAIRS ARE PRIMARILY COMPLETED OR WHERE THE 44 
MAJORITY OF OWNERSHIP SHARE IS HELD. 45 
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4.  "LIGHT DETECTION AND RANGING": 1 
(a)  MEANS A REMOTE SENSING METHOD THAT USES THE EMISSION OF LASER 2 

LIGHT, THROUGH PULSED LASERS TO DETECT AND MEASURE THE RANGE OF 3 
SURROUNDING OBJECTS, OFTEN FOR THE PURPOSE OF PRODUCING REAL-TIME, 4 
HIGH-RESOLUTION THREE DIRECTIONAL MAPS OF THE PHYSICAL ENVIRONMENT 5 
SURROUNDING THE DEVICE THAT APPLIES THE TECHNOLOGY.  6 

(b)  INCLUDES: 7 
(i)  AUTOMATION AND SMART INFRASTRUCTURE APPLICATIONS. 8 
(ii)  AUTONOMOUS VEHICLES. 9 
(iii)  DRONES. 10 
(iv)  PORT CRANES. 11 
(v)  DRAWBRIDGES. 12 
(vi)  TRAFFIC SIGNALS. 13 
(vii)  SECURITY SYSTEMS AT AIRPORTS. 14 
(viii)  OTHER SENSITIVE SITES. 15 
5.  "STATE CRITICAL INFRASTRUCTURE": 16 
(a)  MEANS SYSTEMS AND ASSETS, WHETHER PHYSICAL OR VIRTUAL, THAT ARE 17 

SO VITAL TO THIS STATE AND THE UNITED STATES THAT THE INCAPACITY OR 18 
DESTRUCTION OF THOSE SYSTEMS AND ASSETS WOULD HAVE A DEBILITATING IMPACT 19 
ON SECURITY, ECONOMIC SECURITY, PUBLIC HEALTH OR SAFETY. 20 

(b)  INCLUDES: 21 
(i)  GAS AND OIL PRODUCTION, STORAGE OR DELIVERY SYSTEMS. 22 
(ii)  WATER SUPPLY REFINEMENT, STORAGE OR DELIVERY SYSTEMS. 23 
(iii)  ELECTRICAL POWER DELIVERY SYSTEMS. 24 
(iv)  TELECOMMUNICATIONS NETWORKS. 25 
(v)  TRANSPORTATION SYSTEMS AND SERVICES. 26 
(vi)  PERSONAL DATA OR OTHERWISE CLASSIFIED INFORMATION STORAGE 27 

SYSTEMS, INCLUDING CYBERSECURITY. 28 
6.  "STATE INFRASTRUCTURE" MEANS THE STATE CRITICAL INFRASTRUCTURE 29 

AND STATE TRANSPORTATION INFRASTRUCTURE. 30 
7.  "STATE TRANSPORTATION INFRASTRUCTURE" INCLUDES ALL THE 31 

FOLLOWING: 32 
(a)  AIRPORTS, INCLUDING COMMERCIAL AND INTERMODAL AIRPORTS AND 33 

HELIPORTS. 34 
(b)  ROADWAYS, INCLUDING PUBLICLY ACCESSIBLE STREETS, ROADS, 35 

HIGHWAYS, BRIDGES, SIGNAGE, TOLLBOOTHS, WEIGH STATIONS AND TRAFFIC 36 
SIGNALS. 37 

(c)  RAILWAYS, INCLUDING ALL CLASSES OF FREIGHT RAILS AND PASSENGER 38 
RAIL. 39 

(d)  PORTS, INCLUDING INLAND PORTS, DEEPWATER PORTS, INLAND 40 
WATERWAYS AND LEVEES AND ALL PORT INFRASTRUCTURE. 41 

(e)  PUBLIC TRANSIT, INCLUDING BUSES, FERRIES, CABLE CARS, TROLLIES 42 
AND ANY OTHER TYPES OF PUBLICLY ACCESSIBLE TRANSPORTATION.  43 
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