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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  The Arizona Revised Statutes are amended by adding Title 2 

18, to read: 3 
TITLE 18 4 

INFORMATION TECHNOLOGY 5 
CHAPTER 1 6 

ACCEPTABLE USE 7 
ARTICLE 1.  GENERAL PROVISIONS 8 

18-101.  Definitions 9 
IN THIS TITLE, UNLESS THE CONTEXT OTHERWISE REQUIRES: 10 
1.  "BUDGET UNIT" MEANS A DEPARTMENT, COMMISSION, BOARD, INSTITUTION OR 11 

OTHER AGENCY OF THIS STATE THAT RECEIVES, SPENDS OR DISBURSES STATE MONIES OR 12 
THAT INCURS OBLIGATIONS OF THIS STATE, INCLUDING THE ARIZONA BOARD OF REGENTS 13 
BUT EXCLUDING THE UNIVERSITIES UNDER THE JURISDICTION OF THE ARIZONA BOARD OF 14 
REGENTS, THE COMMUNITY COLLEGE DISTRICTS AND THE LEGISLATIVE AND JUDICIAL 15 
BRANCHES. 16 

2.  "DEPARTMENT" MEANS THE DEPARTMENT OF ADMINISTRATION. 17 
3.  "DIRECTOR" MEANS THE DIRECTOR OF THE DEPARTMENT. 18 
18-102.  Statewide technology policy; access agreements; 19 

notification 20 
A.  THE DIRECTOR SHALL ESTABLISH A STATEWIDE TECHNOLOGY POLICY FOR THE 21 

ACCEPTABLE USE OF STATE INFORMATION AND STATE INFORMATION SYSTEM ASSETS TO 22 
REDUCE THE RISK TO STATE INFORMATION AND STATE INFORMATION SYSTEMS DUE TO 23 
DISCLOSURE, MODIFICATION OR DISRUPTION.  24 

B.  THE DIRECTOR SHALL ESTABLISH AN ACCESS AGREEMENT FOR ALL BUDGET 25 
UNITS, AND EACH BUDGET UNIT SHALL REQUIRE EACH USER WHO HAS ACCESS TO STATE 26 
INFORMATION OR STATE INFORMATION SYSTEMS TO ENTER INTO THE ACCESS AGREEMENT 27 
BEFORE THE USER IS GRANTED ACCESS TO THE STATE INFORMATION OR STATE 28 
INFORMATION SYSTEMS.  29 

C.  THE ACCESS AGREEMENT SHALL CONTAIN ALL OF THE FOLLOWING POLICIES: 30 
1.  SAFE COMPUTING PRACTICES, INCLUDING PROTOCOLS REGARDING OPENING 31 

ATTACHMENTS OR LINKS, PASSWORD PROTECTIONS, DESK AND WORKSTATION SECURITY, 32 
UNAUTHORIZED PERSONNEL ACCESS, SECURITY WEAKNESS AND VIOLATION REPORTING AND 33 
ACCESS IDENTIFICATION. 34 

2.  CONFIDENTIAL INFORMATION PROTECTIONS, INCLUDING MARKING, 35 
UNENCRYPTED DATA, STORAGE AND ELECTRONIC TRANSMISSIONS PRACTICES. 36 

3.  PROHIBITED BEHAVIORS, INCLUDING COMPUTER TAMPERING, USING 37 
UNAUTHORIZED COMPUTING EQUIPMENT, USING UNAUTHORIZED SOFTWARE, UNAUTHORIZED 38 
USING OF SOFTWARE OR SERVICES, INTRODUCING MALWARE, DISRUPTING SYSTEMS, 39 
CIRCUMVENTING SECURITY CONTROLS AND USING A FALSE IDENTITY. 40 

4.  INAPPROPRIATE OR UNLAWFUL MATERIAL. 41 
5.  UNAUTHORIZED USE OF ELECTRONIC MESSAGING. 42 
6.  PERSONAL USE OF STATE INFORMATION SYSTEMS. 43 
7.  VIOLATION OF INTELLECTUAL PROPERTY LAWS. 44 
8.  UNAUTHORIZED ACCESS AND RELEASE OF CONFIDENTIAL INFORMATION. 45 
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9.  UNAUTHORIZED POSTING OF STATE DOCUMENTS.  1 
D.  EACH BUDGET UNIT SHALL NOTIFY EACH USER WHO HAS BEEN GRANTED ACCESS 2 

TO STATE INFORMATION OR STATE INFORMATION SYSTEMS.  THE NOTICE SHALL INCLUDE 3 
THE FOLLOWING STATEMENTS: 4 

1.  THE USER ACKNOWLEDGES THE USER'S UNDERSTANDING OF THE POLICY AND 5 
OTHER RELATED INFORMATION SECURITY POLICIES. 6 

2.  ALL STATE INFORMATION SYSTEM ASSETS REMAIN THE SOLE PROPERTY OF 7 
THIS STATE.  ANY DATA OR INTELLECTUAL PROPERTY CREATED BY THE USER REMAINS 8 
THE PROPERTY OF THIS STATE. 9 

3.  THE BUDGET UNIT HAS THE RIGHT TO MONITOR ALL ACTIVITIES THAT OCCUR 10 
ON THE STATE INFORMATION SYSTEMS OR TO ACCESS ANY DATA RESIDING ON ITS 11 
SYSTEMS OR ASSETS AT ANY TIME WITHOUT FURTHER NOTICE.  12 

4.  THE BUDGET UNIT MAY BLOCK ACCESS TO WEB CONTENT THAT THE BUDGET 13 
UNIT DEEMS INAPPROPRIATE OR FILTER E-MAIL. 14 

5.  THE USER SHALL RETAIN RECORDS PURSUANT TO THE BUDGET UNIT'S RECORDS 15 
RETENTION POLICIES.  16 

6.  THE USER SHOULD HAVE NO EXPECTATION OF PRIVACY FOR ANY 17 
COMMUNICATION OR DATA CREATED, STORED, SENT OR RECEIVED ON STATE INFORMATION 18 
SYSTEMS AND ASSETS.  19 

7.  BY USING STATE INFORMATION SYSTEMS, THE USER ACKNOWLEDGES THAT THE 20 
USER EXPLICITLY CONSENTS TO THE MONITORING OF THE USE AND RIGHT OF THE BUDGET 21 
UNIT TO CONDUCTION MONITORING. 22 

E.  THE DIRECTOR SHALL ESTABLISH A VIRTUAL OFFICE ACCESS AGREEMENT FOR 23 
ALL BUDGET UNITS THAT ALLOW USERS TO USE COMPUTING EQUIPMENT OUTSIDE OF THE 24 
OFFICE TO ACCESS STATE INFORMATION OR STATE INFORMATION SYSTEMS.  EACH BUDGET 25 
UNIT SHALL REQUIRE EACH USER WHO USES COMPUTING EQUIPMENT OUTSIDE OF THE 26 
OFFICE TO ACCESS STATE INFORMATION OR STATE INFORMATION SYSTEMS TO ENTER INTO 27 
THE VIRTUAL OFFICE ACCESS AGREEMENT BEFORE THE USER IS GRANTED USE OF 28 
COMPUTING EQUIPMENT OUTSIDE OF THE OFFICE TO ACCESS STATE INFORMATION OR 29 
STATE INFORMATION SYSTEMS.  THE VIRTUAL OFFICE ACCESS AGREEMENT SHALL CONTAIN 30 
ALL OF THE FOLLOWING POLICIES: 31 

1.  THE USER SHALL ENSURE THAT THE COMPUTING EQUIPMENT HAS BEEN ISSUED 32 
TO THE USER FOR THE PURPOSE OF CONNECTING TO A STATE INFORMATION SYSTEM OR 33 
THAT THE COMPUTING EQUIPMENT IS OWNED OR UNDER THE CONTROL OF THE USER AND 34 
THE USER CAN ENSURE THAT MINIMUM PHYSICAL AND LOGICAL PROTECTIONS ARE IN 35 
PLACE. 36 

2.  THE USER SHALL ENSURE THAT THE COMPUTING EQUIPMENT IS PHYSICALLY 37 
PROTECTED FROM UNAUTHORIZED USE AND REMOVAL AND THAT THE USE IS LIMITED TO 38 
THE AUTHORIZED USER. 39 

3.  THE USER SHALL ENSURE THAT THE COMPUTING EQUIPMENT HAS ALL OF THE 40 
FOLLOWING LOGICAL SECURITY CONTROLS: 41 

(a)  IDENTIFICATION AND AUTHENTICATION CONTROLS. 42 
(b)  MALICIOUS CODE PROTECTION. 43 
(c)  PERSONAL FIREWALLS.  44 
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(d)  FULL DEVICE ENCRYPTION. 1 
(e)  INSTALLED SECURITY-RELEVANT SOFTWARE AND FIRMWARE UPDATES. 2 
F.  EACH BUDGET UNIT SHALL ESTABLISH A PORTABLE ELECTRONIC DEVICE 3 

ACCESS AGREEMENT IF THE BUDGET UNIT ALLOWS USERS TO USE PORTABLE ELECTRONIC 4 
DEVICES TO ACCESS STATE INFORMATION OR STATE INFORMATION SYSTEMS.  THE BUDGET 5 
UNIT SHALL REQUIRE EACH USER WHO USES A PORTABLE ELECTRONIC DEVICE TO ACCESS 6 
STATE INFORMATION OR STATE INFORMATION SYSTEMS TO ENTER INTO THE PORTABLE 7 
ELECTRONIC DEVICE AGREEMENT BEFORE THE USER IS GRANTED ACCESS TO STATE 8 
INFORMATION OR STATE INFORMATION SYSTEMS.  9 
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