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OVERVIEW 
HB 2602 establishes guidelines for the manner in which student information must be handled by 
the provider of online or mobile services to a school. 

HISTORY 
The Family Education Rights and Privacy Act (FERPA) is a federal law designed to protect the 
privacy of student data (20 U.S.C. § 1232g).  According to the United States Department of 
Education (ED), FERPA generally prohibits the improper disclosure of information that would 
identify a student. FERPA applies to all educational agencies and institutions that receive federal 
funding.  A school is prohibited under FERPA from disclosing information about a student that 
would identify them to a third party unless the student or parent has provided written consent, 
with exceptions. If a violation occurs, the student may file a complaint with the Family Policy 
Compliance Office of ED.  On determination that a violation has occurred, the school is 
informed and must take steps to come back into compliance (www.ed.gov).  

PROVISIONS 
1. Requires a school service provider (provider) to: 

a. Provide clear materials about the types of student personal information (information) the 
provider collects and how that information will be used and shared. 

b. Provide prominent notice before making material changes to privacy policies. 
c. Facilitate access to and correction of information by students and parents. 
d. Obtain consent prior to using information in a manner inconsistent with the provider’s 

privacy policy. Consent may be given by a student’s parent, a student over 18 years of 
age or, for all other cases, from the school district, charter school or teacher. 

e. Maintain a comprehensive security program. 
f. Require any third party involved on the provider’s behalf to adhere to the same 

requirements as the provider. 
g. Ensure that a successor entity will abide by all privacy and security commitments related 

to previously collected information prior to granting access to the information. 

2. Allows a provider to offer to a public school or teacher changes to privacy policies and the 
types and use of information by a school service provider. 

3. Permits a provider to collect, use and share information only for the purposes authorized by 
the school district, charter school, teacher, parent or student over 18 years of age. 

4. Prohibits a provider from: 
a. Selling information. 
b. Using or sharing information to behaviorally target advertisements towards students. 
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c. Using information to create a personal profile for any other purpose than those permitted 
by the school district, charter school, teacher, parent or student over 18 years of age. 

d. Knowingly retaining information beyond the time period authorized by the school 
district, charter school, teacher, parent or student over 18 years of age. 

5. Exempts providers from the above requirements for existing contracts until the next renewal 
date of the contract. 

6. Stipulates that the use of information is not prohibited for adaptive learning or customized 
education. 

7. Provides that this act may be cited as the “Student User Privacy in Education Rights Act” or 
the “SUPER Act.” 

8. Defines terms. 
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