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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Title 15, chapter 9, article 8, Arizona Revised Statutes, 2 

is amended by adding section 15-1046, to read: 3 
15-1046.  Student data; privacy; policies; security plan 4 
A.  THE STATE BOARD OF EDUCATION SHALL CREATE, PUBLISH AND MAKE 5 

PUBLICLY AVAILABLE ON THE DEPARTMENT OF EDUCATION'S WEBSITE A DATA INVENTORY 6 
AND DATA DICTIONARY OR AN INDEX OF DATA ELEMENTS WITH DEFINITION OF STUDENT 7 
DATA ELEMENTS IN EDUCATION DATA SYSTEM. 8 

B.  ALL PERSONALLY IDENTIFIABLE INFORMATION AND STUDENT LEVEL DATA 9 
CONTAINED IN THE EDUCATION DATA SYSTEM IS CONFIDENTIAL AND IS NOT A PUBLIC 10 
RECORD. 11 

C.  THE DEPARTMENT OF EDUCATION SHALL CREATE A UNIQUE PUPIL IDENTIFIER 12 
FOR EACH PUPIL IN THE EDUCATION DATA SYSTEM. 13 

D.  THE DEPARTMENT OF EDUCATION SHALL DEVELOP, PUBLISH AND MAKE 14 
PUBLICLY AVAILABLE POLICIES AND PROCEDURE TO COMPLY WITH ALL RELEVANT STATE 15 
AND FEDERAL PRIVACY LAWS.  THE POLICIES SHALL REQUIRE THAT: 16 

1.  ACCESS TO STUDENT LEVEL DATA IN THE EDUCATION DATA SYSTEM BE 17 
RESTRICTED TO: 18 

(a)  THE AUTHORIZED STAFF OF THE DEPARTMENT WHO REQUIRE ACCESS TO 19 
PERFORM THEIR ASSIGNED DUTIES. 20 

(b)  SCHOOL DISTRICT AND CHARTER SCHOOL ADMINISTRATORS, TEACHERS AND 21 
PERSONNEL WHO REQUIRE ACCESS TO PERFORM THEIR ASSIGNED DUTIES. 22 

(c)  STUDENTS AND THEIR PARENTS, EXCEPT THAT A STUDENT AND THAT 23 
STUDENT'S PARENT SHALL HAVE ACCESS ONLY TO DATA ABOUT THAT PARTICULAR 24 
STUDENT. 25 

(d)  THE AUTHORIZED STAFF OF OTHER AGENCIES IN THIS STATE OR OF 26 
POLITICAL SUBDIVISIONS OF THIS STATE. 27 

(e)  APPROPRIATE ENTITIES IN COMPLIANCE WITH A LAWFULLY ISSUED SUBPOENA 28 
OR COURT ORDER. 29 

(f)  APPROPRIATE OFFICIALS IN CONNECTION WITH AN AUDIT OR AN EVALUATION 30 
OF A FEDERAL OR STATE-SUPPORTED EDUCATIONAL PROGRAM. 31 

2.  THE DEPARTMENT USE ONLY AGGREGATED DATA THAT DOES NOT CONTAIN 32 
PERSONALLY IDENTIFIABLE INFORMATION IN PUBLIC REPORTS AND IN RESPONSE TO 33 
PUBLIC RECORDS REQUESTS. 34 

3.  STUDENTS AND PARENTS BE NOTIFIED OF THEIR RIGHTS TO PRIVACY OF 35 
EDUCATIONAL RECORDS UNDER FEDERAL AND STATE LAW. 36 

E.  UNLESS OTHERWISE ALLOWED BY LAW, THE DEPARTMENT MAY NOT TRANSFER 37 
STUDENT LEVEL DATA DEEMED CONFIDENTIAL UNDER THIS ARTICLE TO ANY FEDERAL 38 
AGENCY OR ANY STATE OR LOCAL AGENCY.  39 

F.  THE DEPARTMENT SHALL DEVELOP AND IMPLANT A DETAILED SECURITY PLAN 40 
THAT INCLUDES: 41 

1.  GUIDELINES FOR AUTHORIZING ACCESS TO THE EDUCATION DATA SYSTEM AND 42 
TO STUDENT LEVEL DATA. 43 

2.  STANDARDS FOR COMPLIANCE WITH PRIVACY LAWS. 44 
3.  PRIVACY AND SECURITY AUDITS. 45 
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4.  PLANNING FOR BREACHES OF DATA SYSTEMS, INCLUDING NOTIFICATION 1 
PROCEDURES. 2 

5.  DATA RETENTION AND DISPOSITION POLICIES. 3 
G.  THE DEPARTMENT SHALL ENSURE THAT ANY CONTRACTS WITH PRIVATE VENDORS 4 

INCLUDE EXPRESS PROVISIONS THAT SAFEGUARD PRIVACY AND SECURITY AND CIVIL 5 
PENALTIES FOR NONCOMPLIANCE. 6 

H.  A STUDENT'S PARENT HAS THE RIGHT TO INSPECT AND REVIEW A COPY OF 7 
THE STUDENT'S EDUCATIONAL RECORD.  8 
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