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Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Title 41, chapter 32, article 1, Arizona Revised Statutes, 2 

is amended by adding section 41-3509, to read: 3 
41-3509.  State computer systems; security; encryption; 4 

definition 5 
A.  BEGINNING JULY 1, 2016, THE DIRECTOR SHALL REQUIRE BUDGET UNITS TO 6 

ESTABLISH A ROBUST PASSWORD SYSTEM FOR EVERY STATE OWNED OR LEASED COMPUTER.  7 
B.  ON OR BEFORE JULY 1, 2018, THE DIRECTOR SHALL ESTABLISH A DATA 8 

ENCRYPTION STANDARD FOR ALL BUDGET UNITS TO PROTECT SENSITIVE ELECTRONIC 9 
DATA.  BUDGET UNITS SHALL ENCRYPT SENSITIVE ELECTRONIC DATA THAT IS 10 
ELECTRONICALLY STORED AND THAT IS CAPABLE OF BEING ENCRYPTED.  FOR 11 
ELECTRONICALLY STORED DATA THAT IS INCAPABLE OF BEING ENCRYPTED OR CANNOT BE 12 
ENCRYPTED IN A COST-EFFECTIVE MANNER, THE BUDGET UNIT SHALL MAKE A REASONABLE 13 
EFFORT TO ENSURE THAT SENSITIVE ELECTRONIC DATA IS SECURE FROM THEFT, LOSS OR 14 
COMPROMISE. 15 

C.  FOR THE PURPOSES OF THIS SECTION, "SENSITIVE ELECTRONIC DATA" 16 
INCLUDES SOCIAL SECURITY NUMBERS, DATES OF BIRTH AND BANK AND FINANCIAL 17 
ACCOUNT INFORMATION.  18 
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