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HB 2702

Be it enacted by the Legislature of the State of Arizona:

Section 1. Title 15, chapter 1, article 1, Arizona Revised Statutes,
is amended by adding section 15-116, to read:

15-116. Cloud computing services; student privacy; definitions

A. ANY PERSON WHO, WITH KNOWLEDGE THAT STUDENT DATA WILL BE PROCESSED,
PROVIDES A CLOUD COMPUTING SERVICE TO AN EDUCATIONAL INSTITUTION IS
PROHIBITED FROM USING THAT CLOUD COMPUTING SERVICE TO PROCESS STUDENT DATA
FOR ANY SECONDARY USES THAT BENEFIT THE CLOUD COMPUTING SERVICE PROVIDER OR
ANY THIRD PARTY, INCLUDING ANY OF THE FOLLOWING:

1. ONLINE BEHAVIORAL ADVERTISING.

2. CREATING OR CORRECTING AN INDIVIDUAL OR HOUSEHOLD PROFILE PRIMARILY
FOR THE CLOUD COMPUTING SERVICE PROVIDER'S BENEFIT OR FOR THE BENEFIT OF ANY
THIRD PARTY.

3. THE SALE OF THE DATA FOR ANY COMMERCIAL PURPOSE.

4. ANY OTHER SIMILAR COMMERCIAL FOR-PROFIT ACTIVITY.

B. NOTWITHSTANDING SUBSECTION A OF THIS SECTION, A CLOUD COMPUTING
SERVICE MAY PROCESS OR MONITOR STUDENT DATA SOLELY TO PROVIDE SERVICES TO THE
EDUCATIONAL INSTITUTION AND TO MAINTAIN THE INTEGRITY OF THESE SERVICES.

C. ANY PERSON WHO ENTERS INTO AN AGREEMENT TO PROVIDE A CLOUD
COMPUTING SERVICE TO AN EDUCATIONAL INSTITUTION SHALL CERTIFY IN WRITING TO
THE EDUCATIONAL INSTITUTION THAT THE CLOUD COMPUTING SERVICE WILL COMPLY WITH
THIS SECTION.

D. FOR THE PURPOSES OF THIS SECTION:

1. "CLOUD COMPUTING SERVICE™ MEANS A SERVICE THAT ENABLES CONVENIENT,
ON-DEMAND NETWORK ACCESS TO A SHARED POOL OF CONFIGURABLE COMPUTING RESOURCES
TO PROVIDE A STUDENT, TEACHER OR STAFF MEMBER WITH ACCOUNT-BASED PRODUCTIVITY
APPLICATIONS SUCH AS E-MAIL, DOCUMENT STORAGE AND DOCUMENT EDITING THAT CAN
BE RAPIDLY PROVISIONED AND RELEASED WITH MINIMAL MANAGEMENT EFFORT OR CLOUD
COMPUTING SERVICE PROVIDER INTERACTION.

2. "CLOUD COMPUTING SERVICE PROVIDER" MEANS AN ENTITY, OTHER THAN AN
EDUCATIONAL INSTITUTION, THAT OPERATES A CLOUD COMPUTING SERVICE.

3. "EDUCATIONAL INSTITUTION"™ MEANS ANY PUBLIC OR PRIVATE SCHOOL,
CHARTER SCHOOL OR SCHOOL DISTRICT THAT PROVIDES INSTRUCTION IN KINDERGARTEN
PROGRAMS OR GRADES ONE THROUGH TWELVE, OR ANY COMBINATION OF THOSE PROGRAMS
OR GRADES.

4. "PROCESS"™ OR "PROCESSED"™ MEANS TO USE, ACCESS, MANIPULATE, SCAN,
MODIFY, TRANSFORM, DISCLOSE, STORE, TRANSMIT, TRANSFER, RETAIN, AGGREGATE OR
DISPOSE OF STUDENT DATA.

5. "STUDENT DATA" MEANS ANY INFORMATION OR MATERIALS IN ANY MEDIA OR
FORMAT, INCLUDING THE NAME, E-MAIL ADDRESS, POSTAL ADDRESS, PHONE NUMBER,
E-MAIL MESSAGES, WORD PROCESSING DOCUMENTS, UNIQUE IDENTIFIERS OR METADATA,
OR ANY AGGREGATIONS OR DERIVATIVES OF THESE ITEMS, THAT ARE CREATED OR
PROVIDED BY ANY OF THE FOLLOWING:

(a) A STUDENT IN THE COURSE OF THE STUDENT'S USE OF A CLOUD COMPUTING
SERVICE.

(b) AN EMPLOYEE OR AN AGENT OF THE EDUCATIONAL INSTITUTION THAT
CONCERNS A STUDENT.
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