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Be it enacted by the Legislature of the State of Arizona:

Section 1. Title 23, chapter 2, Arizona Revised Statutes, is amended
by adding article 16, to read:

ARTICLE 16. SOCIAL MEDIA PASSWORDS

23-495. Definitions

IN THIS ARTICLE, UNLESS THE CONTEXT OTHERWISE REQUIRES:

1. "APPLICANT" MEANS AN APPLICANT FOR EMPLOYMENT.

2. "ELECTRONIC COMMUNICATIONS DEVICE":

(a) MEANS A DEVICE THAT USES ELECTRONIC SIGNALS TO CREATE, TRANSMIT
AND RECEIVE INFORMATION.

(b) INCLUDES COMPUTERS, TELEPHONES, PERSONAL DIGITAL ASSISTANTS AND
OTHER SIMILAR DEVICES.

3. "EMPLOYER":

(a) MEANS THIS STATE, A POLITICAL SUBDIVISION OF THIS STATE OR A
PERSON ENGAGED IN A BUSINESS, AN INDUSTRY, A PROFESSION, A TRADE OR OTHER
ENTERPRISE IN THIS STATE.

(b) INCLUDES AN AGENT, A REPRESENTATIVE OR A DESIGNEE OF A PERSON OR
AN ENTITY DESCRIBED IN SUBDIVISION (a) OF THIS PARAGRAPH.

23-495.01. Social media request; prohibition; prohibited

downloads; permissible investigations

A. AN EMPLOYER SHALL NOT DO ANY OF THE FOLLOWING:

1. REQUEST OR REQUIRE THAT AN EMPLOYEE OR APPLICANT DISCLOSE ANY USER
NAME, PASSWORD OR OTHER MEANS OF ACCESSING A PERSONAL ACCOUNT OR SERVICE
THROUGH AN ELECTRONIC COMMUNICATIONS DEVICE.

2. DISCHARGE, DISCIPLINE OR OTHERWISE PENALIZE OR THREATEN TO
DISCHARGE, DISCIPLINE OR OTHERWISE PENALIZE AN EMPLOYEE FOR AN EMPLOYEE'S
REFUSAL TO DISCLOSE ANY INFORMATION SPECIFIED IN PARAGRAPH 1 OF THIS
SUBSECTION.

3. FAIL OR REFUSE TO HIRE AN APPLICANT AS A RESULT OF THE APPLICANT'S
REFUSAL TO DISCLOSE ANY INFORMATION SPECIFIED IN PARAGRAPH 1 OF THIS
SUBSECTION.

B. AN EMPLOYER MAY REQUIRE AN EMPLOYEE TO DISCLOSE ANY USER NAME,
PASSWORD OR OTHER MEANS FOR ACCESSING NONPERSONAL ACCOUNTS OR SERVICES THAT
PROVIDE ACCESS TO THE EMPLOYER'S INTERNAL COMPUTER OR INFORMATION SYSTEMS.

C. AN EMPLOYEE SHALL NOT DOWNLOAD WITHOUT AUTHORIZATION EMPLOYER
PROPRIETARY INFORMATION OR FINANCIAL DATA TO AN EMPLOYEE'S PERSONAL WEBSITE,
AN INTERNET WEBSITE, A WEB-BASED ACCOUNT OR ANY SIMILAR ACCOUNT.

D. THIS SECTION DOES NOT PREVENT AN EMPLOYER FROM DOING ANY OF THE
FOLLOWING:

1. CONDUCTING AN INVESTIGATION TO ENSURE COMPLIANCE WITH SECURITIES OR
FINANCIAL LAWS OR OTHER REGULATORY REQUIREMENTS BASED ON INFORMATION
INDICATING AN EMPLOYEE'S USE OF A PERSONAL WEBSITE, INTERNET WEBSITE,
WEB-BASED ACCOUNT OR A SIMILAR ACCOUNT FOR BUSINESS PURPOSES.

2. INVESTIGATING AN EMPLOYEE'S POTENTIAL VIOLATION OF SUBSECTION C OF
THIS SECTION.
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3. PRESCRIBING WORKPLACE POLICIES GOVERNING THE USE OF THE EMPLOYER'S
ELECTRONIC EQUIPMENT INCLUDING THE USE OF THE EQUIPMENT FOR ELECTRONIC MAIL
OR TO ACCESS THE INTERNET OR SOCIAL NETWORKING SITES.

4. MONITORING THE USE OF THE EMPLOYER'S ELECTRONIC EQUIPMENT AND THE
EMPLOYER'S ELECTRONIC MAIL, EXCEPT AS PROSCRIBED IN SUBSECTION A OF THIS
SECTION.
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