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AN ACT 
 
CHANGING THE DESIGNATION OF TITLE 44, CHAPTER 34, ARIZONA REVISED STATUTES, 
TO "USE OF IDENTIFICATION INFORMATION"; CHANGING THE DESIGNATION OF TITLE 44, 
CHAPTER 34, ARTICLE 1, ARIZONA REVISED STATUTES, TO "RETAILERS"; AMENDING 
TITLE 44, CHAPTER 34, ARIZONA REVISED STATUTES, BY ADDING ARTICLE 2; RELATING 
TO THE USE OF IDENTIFICATION INFORMATION. 
 
 

(TEXT OF BILL BEGINS ON NEXT PAGE) 
 



HB 2454 
 
 
 
 

 - 1 - 

Be it enacted by the Legislature of the State of Arizona: 1 
Section 1.  Heading change 2 
A.  The chapter heading of title 44, chapter 34, Arizona Revised 3 

Statutes, is changed from "RETAILER USE OF IDENTIFICATION INFORMATION" to 4 
"USE OF IDENTIFICATION INFORMATION". 5 

B.  The article heading of title 44, chapter 34, article 1, Arizona 6 
Revised Statutes, is changed from "GENERAL PROVISIONS" to "RETAILERS". 7 

Sec. 2.  Title 44, chapter 34, Arizona Revised Statutes, is amended by 8 
adding article 2, to read: 9 

ARTICLE 2.  INTERNET SERVICE PROVIDERS 10 
44-7721.  Definitions 11 
IN THIS ARTICLE, UNLESS THE CONTEXT OTHERWISE REQUIRES: 12 
1.  "CONSUMER" MEANS A PERSON WHO AGREES TO PAY A FEE TO AN INTERNET 13 

SERVICE PROVIDER FOR ACCESS TO THE INTERNET FOR PERSONAL, FAMILY OR HOUSEHOLD 14 
PURPOSES AND WHO DOES NOT RESELL ACCESS. 15 

2.  "INTERNET SERVICE PROVIDER": 16 
(a)  MEANS A PERSON WHO PROVIDES CONSUMERS AUTHENTICATED ACCESS TO, OR 17 

PRESENCE ON, THE INTERNET BY MEANS OF A SWITCHED OR DEDICATED 18 
TELECOMMUNICATIONS CHANNEL ON WHICH THE PROVIDER PROVIDES TRANSIT ROUTING OF 19 
INTERNET PROTOCOL PACKETS FOR AND ON BEHALF OF THE CONSUMER. 20 

(b)  DOES NOT INCLUDE THE OFFERING, ON A COMMON CARRIER BASIS, OF 21 
TELECOMMUNICATIONS FACILITIES OR OF TELECOMMUNICATIONS BY MEANS OF THESE 22 
FACILITIES. 23 

3.  "ORDINARY COURSE OF BUSINESS" MEANS DEBT COLLECTION ACTIVITIES, 24 
ORDER FULFILLMENT, REQUEST PROCESSING OR THE TRANSFER OF OWNERSHIP. 25 

4.  "PERSONALLY IDENTIFIABLE INFORMATION" MEANS INFORMATION THAT 26 
IDENTIFIES ANY OF THE FOLLOWING: 27 

(a)  A CONSUMER BY PHYSICAL OR ELECTRONIC ADDRESS OR TELEPHONE NUMBER. 28 
(b)  A CONSUMER AS HAVING REQUESTED OR OBTAINED SPECIFIC MATERIALS OR 29 

SERVICES FROM AN INTERNET SERVICE PROVIDER. 30 
(c)  INTERNET OR ONLINE SITES VISITED BY A CONSUMER. 31 
(d)  THE CONTENTS OF A CONSUMER'S DATA STORAGE DEVICES. 32 
44-7722.  Disclosure; prohibitions; requirements; authorization 33 
A.  EXCEPT AS PROVIDED IN SUBSECTIONS B AND C OF THIS SECTION, AN 34 

INTERNET SERVICE PROVIDER MAY NOT KNOWINGLY DISCLOSE A CONSUMER'S PERSONALLY 35 
IDENTIFIABLE INFORMATION. 36 

B.  AN INTERNET SERVICE PROVIDER SHALL DISCLOSE A CONSUMER'S PERSONALLY 37 
IDENTIFIABLE INFORMATION AS FOLLOWS: 38 

1.  PURSUANT TO A GRAND JURY SUBPOENA. 39 
2.  TO A LAW ENFORCEMENT OFFICER WHO ACTS IN AN OFFICIAL CAPACITY.  40 
3.  PURSUANT TO A COURT ORDER IN A CIVIL PROCEEDING ON A SHOWING OF 41 

COMPELLING NEED FOR THE INFORMATION THAT CANNOT BE ACCOMMODATED BY OTHER 42 
MEANS. 43 
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4.  TO A COURT IN A CIVIL ACTION FOR CONVERSION COMMENCED BY THE 1 
INTERNET SERVICE PROVIDER OR IN A CIVIL ACTION TO ENFORCE COLLECTION OF 2 
UNPAID SUBSCRIPTION FEES OR PURCHASE AMOUNTS, AND THEN ONLY TO THE EXTENT 3 
THAT IS NECESSARY TO ESTABLISH THE FACT OF THE SUBSCRIPTION DELINQUENCY OR 4 
PURCHASE AGREEMENT AND WITH APPROPRIATE SAFEGUARDS AGAINST UNAUTHORIZED 5 
DISCLOSURE. 6 

5.  TO THE CONSUMER WHO IS THE SUBJECT OF THE INFORMATION, ON WRITTEN 7 
OR ELECTRONIC REQUEST AND ON PAYMENT OF A FEE NOT TO EXCEED THE ACTUAL COST 8 
OF RETRIEVING THE INFORMATION. 9 

6.  PURSUANT TO A SUBPOENA, INCLUDING AN ADMINISTRATIVE SUBPOENA, THAT 10 
IS ISSUED UNDER THE AUTHORITY OF A LAW OF THIS STATE OR ANOTHER STATE OR THE 11 
UNITED STATES. 12 

7.  PURSUANT TO A WARRANT OR COURT ORDER. 13 
C.  AN INTERNET SERVICE PROVIDER MAY DISCLOSE A CONSUMER'S PERSONALLY 14 

IDENTIFIABLE INFORMATION AS PROVIDED IN SECTION 13-3006 AND TO: 15 
1.  ANY PERSON IF THE DISCLOSURE IS INCIDENT TO THE PROVIDER'S ORDINARY 16 

COURSE OF BUSINESS. 17 
2.  ANOTHER INTERNET SERVICE PROVIDER FOR THE PURPOSES OF REPORTING OR 18 

PREVENTING VIOLATIONS OF THE PROVIDER'S PUBLISHED ACCEPTABLE USE POLICY OR 19 
CUSTOMER SERVICE AGREEMENT EXCEPT THAT THE RECIPIENT MAY FURTHER DISCLOSE THE 20 
PERSONALLY IDENTIFIABLE INFORMATION ONLY AS PROVIDED BY THIS ARTICLE. 21 

3.  ANY PERSON IF THE INTERNET SERVICE PROVIDER OBTAINS THE CONSUMER'S 22 
AUTHORIZATION IN WRITING OR BY ELECTRONIC MEANS.  THE REQUEST FOR 23 
AUTHORIZATION MUST REASONABLY DESCRIBE THE TYPES OF PERSONS TO WHOM 24 
PERSONALLY IDENTIFIABLE INFORMATION MAY BE DISCLOSED AND THE ANTICIPATED USES 25 
OF THE INFORMATION.  FOR AN AUTHORIZATION TO BE EFFECTIVE, A CONTRACT BETWEEN 26 
AN INTERNET SERVICE PROVIDER AND THE CONSUMER MUST STATE CONSPICUOUSLY EITHER 27 
THAT THE AUTHORIZATION WILL BE OBTAINED BY AN AFFIRMATIVE ACT OF THE CONSUMER 28 
OR THAT FAILURE OF THE CONSUMER TO OBJECT AFTER THE REQUEST HAS BEEN MADE 29 
CONSTITUTES AUTHORIZATION OF DISCLOSURE.  AUTHORIZATION MAY BE OBTAINED IN A 30 
MANNER CONSISTENT WITH SELF-REGULATING GUIDELINES ISSUED BY REPRESENTATIVES 31 
OF THE INTERNET SERVICE PROVIDER OR ONLINE INDUSTRIES OR IN ANY OTHER MANNER 32 
REASONABLY DESIGNED TO COMPLY WITH THIS PARAGRAPH. 33 

44-7723.  Security of information 34 
THE INTERNET SERVICE PROVIDER SHALL TAKE REASONABLE STEPS TO MAINTAIN 35 

THE SECURITY AND PRIVACY OF A CONSUMER'S PERSONALLY IDENTIFIABLE INFORMATION. 36 
THE INTERNET SERVICE PROVIDER IS NOT LIABLE FOR ACTIONS THAT WOULD CONSTITUTE 37 
A VIOLATION OF SECTION 13-2316 OR 13-2316.02, IF THE INTERNET SERVICE 38 
PROVIDER DOES NOT PARTICIPATE IN, AUTHORIZE OR APPROVE THE ACTIONS. 39 

44-7724.  Exclusion from evidence 40 
EXCEPT FOR THE PURPOSES OF ESTABLISHING A VIOLATION OF THIS ARTICLE, 41 

PERSONALLY IDENTIFIABLE INFORMATION THAT IS OBTAINED IN ANY MANNER OTHER THAN 42 
AS PROVIDED IN THIS ARTICLE MAY NOT BE RECEIVED IN EVIDENCE IN A CIVIL 43 
ACTION. 44 
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44-7725.  Civil action; enforcement; defense 1 
A.  A CONSUMER WHO PREVAILS OR SUBSTANTIALLY PREVAILS IN AN ACTION 2 

BROUGHT UNDER THIS ARTICLE IS ENTITLED TO THE GREATER OF FIVE HUNDRED DOLLARS 3 
OR ACTUAL DAMAGES.  COSTS, DISBURSEMENTS AND REASONABLE ATTORNEY FEES MAY BE 4 
AWARDED TO A PARTY WHO IS AWARDED DAMAGES FOR A VIOLATION OF THIS ARTICLE.  A 5 
CLASS ACTION SHALL NOT BE BROUGHT UNDER THIS ARTICLE. 6 

B.  IN AN ACTION UNDER THIS ARTICLE, IT IS A DEFENSE THAT THE DEFENDANT 7 
HAS ESTABLISHED AND IMPLEMENTED REASONABLE PRACTICES AND PROCEDURES TO 8 
PREVENT VIOLATIONS OF THIS ARTICLE. 9 

44-7726.  Other laws 10 
A.  THIS ARTICLE DOES NOT LIMIT: 11 
1.  ANY GREATER PROTECTION OF THE PRIVACY OF INFORMATION UNDER OTHER 12 

LAW. 13 
2.  THE AUTHORITY UNDER OTHER STATE OR FEDERAL LAW OF A LAW ENFORCEMENT 14 

OR PROSECUTING ATTORNEY TO OBTAIN INFORMATION. 15 
B.  IF FEDERAL LAW IS ENACTED THAT REGULATES THE RELEASE OF PERSONALLY 16 

IDENTIFIABLE INFORMATION BY INTERNET SERVICE PROVIDERS BUT THAT DOES NOT 17 
PREEMPT STATE LAW ON THE SUBJECT, THE FEDERAL LAW SUPERSEDES ANY CONFLICTING 18 
PROVISIONS OF THIS ARTICLE. 19 
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