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SB 1529

Be it enacted by the Legislature of the State of Arizona:

Section 1. Title 44, chapter 10, Arizona Revised Statutes, is amended
by adding article 11, to read:

ARTICLE 11. STOLEN OR MISAPPROPRIATED
INFORMATION TECHNOLOGY

44-1581. Definitions

IN THIS ARTICLE, UNLESS THE CONTEXT OTHERWISE REQUIRES:

1. "ARTICLE OR PRODUCT"™ DOES NOT INCLUDE ANY SERVICES SOLD OR OFFERED
FOR SALE IN THIS STATE.

2. "MANUFACTURE™ MEANS TO DEVELOP, MANUFACTURE, PRODUCE OR ASSEMBLE AN
ARTICLE OR PRODUCT, IN WHOLE OR SUBSTANTIAL PART, BUT DOES NOT INCLUDE
CONTRACTING WITH OR OTHERWISE ENGAGING ANOTHER PERSON TO DEVELOP,
MANUFACTURE, PRODUCE OR ASSEMBLE AN ARTICLE OR PRODUCT.

3. "STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY™ MEANS ANY
HARDWARE OR SOFTWARE THAT A PERSON ACQUIRED, APPROPRIATED OR USED 1IN
VIOLATION OF APPLICABLE LAW BUT DOES NOT INCLUDE HARDWARE OR SOFTWARE THAT
WAS NOT AVAILABLE FOR RETAIL PURCHASE ON A STAND-ALONE BASIS AT OR BEFORE THE
TIME IT WAS ACQUIRED, APPROPRIATED OR USED BY THE PERSON.

4. "USED IN THE BUSINESS OPERATIONS™ MEANS TO USE INFORMATION
TECHNOLOGY TO SUPPORT IN ANY WAY THE DESIGN, MANUFACTURE, DISTRIBUTION,
MARKETING OR SALES OF AN ARTICLE OR PRODUCT SUBJECT THIS ARTICLE.

44-1582. Unfair competition; notice; damages; injunctive relief

A. A PERSON ENGAGES IN UNFAIR COMPETITION IF THE PERSON MANUFACTURES
ANY ARTICLE OR PRODUCT WHILE USING STOLEN OR MISAPPROPRIATED INFORMATION
TECHNOLOGY IN ITS BUSINESS OPERATIONS AND THE ARTICLE OR PRODUCT IS SOLD OR
OFFERED FOR SALE IN THIS STATE, EITHER SEPARATELY OR AS A COMPONENT OF
ANOTHER ARTICLE OR PRODUCT AND IN COMPETITION WITH AN ARTICLE OR PRODUCT THAT
WAS MANUFACTURED WITHOUT THE USE OF THE STOLEN OR MISAPPROPRIATED INFORMATION
TECHNOLOGY.

B. A PERSON DOES NOT ENGAGE IN UNFAIR COMPETITION AND IS NOT LIABLE IF
ANY OF THE FOLLOWING APPLIES:

1. THE END PRODUCT OR ARTICLE SOLD OR OFFERED FOR SALE IN THIS STATE
IS A COPYRIGHTABLE WORK UNDER THE UNITED STATES COPYRIGHT ACT.

2. THE ALLEGATION THAT THE INFORMATION TECHNOLOGY IS STOLEN OR
MISAPPROPRIATED IS BASED ON A CLAIM THAT THE INFORMATION TECHNOLOGY INFRINGES
ON A PATENT OR TRADE SECRET UNDER APPLICABLE LAW OR THAT COULD BE BROUGHT
UNDER TITLE 35 OF THE UNITED STATES CODE.

3. THE ALLEGATION THAT THE INFORMATION TECHNOLOGY IS STOLEN OR
MISAPPROPRIATED IS BASED ON A CLAIM THAT THE DEFENDANT'S USE OF THE
INFORMATION TECHNOLOGY VIOLATES THE TERMS OF A LICENSE THAT ALLOWS USERS TO
MODIFY AND REDISTRIBUTE ANY SOURCE CODE ASSOCIATED WITH THE TECHNOLOGY FREE
OF CHARGE.

C. AN ACTION MAY NOT BE COMMENCED PURSUANT TO THIS SECTION UNLESS THE
PERSON SUBJECT TO THIS SECTION RECEIVES A WRITTEN NOTICE OF THE ALLEGED USE
OF THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY FROM THE OWNER OF THE
INFORMATION TECHNOLOGY OR THE OWNER'S AUTHORIZED REPRESENTATIVE AND THE
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SB 1529

PERSON FAILS TO CEASE USING THE OWNER'S STOLEN OR MISAPPROPRIATED INFORMATION
TECHNOLOGY WITHIN NINETY DAYS AFTER RECEIVING THE NOTICE, SUBJECT TO ANY
EXTENSION APPROVED IN WRITING BY THE INFORMATION TECHNOLOGY OWNER OR THE
OWNER'S AUTHORIZED REPRESENTATIVE. THE WRITTEN NOTICE SHALL DO ALL OF THE
FOLLOWING:

1. IDENTIFY THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY.

2. IDENTIFY THE LAWFUL OWNER OF THE INFORMATION TECHNOLOGY.

3. STATE THAT THE NOTIFIER HAS A REASONABLE BELIEF THAT THE PERSON HAS
ACQUIRED, APPROPRIATED OR USED THE INFORMATION TECHNOLOGY IN QUESTION IN
VIOLATION OF APPLICABLE LAW.

4. STATE, IF KNOWN BY THE NOTIFIER, THE MANNER THAT THE INFORMATION
TECHNOLOGY IS BEING USED BY THE PERSON.

D. AT LEAST NINETY DAYS AFTER NOTICE IS GIVEN PURSUANT TO SUBSECTION C
OF THIS SECTION, THE ATTORNEY GENERAL, ANY PERSON WHO IS INJURED BY A
VIOLATION OF SUBSECTION A OF THIS SECTION OR ANY ASSOCIATION OF BUSINESSES
REPRESENTING ANY SUCH PERSON MAY BRING AN ACTION AGAINST ANY PERSON, ARTICLE
OR PRODUCT THAT IS SUBJECT TO SUBSECTION A TO EITHER:

1. ENJOIN THE VIOLATION, INCLUDING ENJOINING THE PERSON FROM SELLING
OR OFFERING TO SELL IN THIS STATE ARTICLES OR PRODUCTS THAT ARE SUBJECT TO
SUBSECTION A OF THIS SECTION.

2. RECOVER THE GREATER OF:

(a) ACTUAL DAMAGES.

(b) IF THE COURT FINDS THAT THE VALUE OF THE STOLEN OR MISAPPROPRIATED
INFORMATION TECHNOLOGY AT ISSUE WAS MATERIAL, STATUTORY DAMAGES OF NOT MORE
THAN THREE TIMES THE RETAIL VALUE OF THE STOLEN OR MISAPPROPRIATED
INFORMATION TECHNOLOGY.

E. IN AN ACTION UNDER THIS SECTION, THE COURT MAY DO EITHER OF THE
FOLLOWING:

1. INCREASE THE DAMAGES UP TO THREE TIMES THE DAMAGES AUTHORIZED BY
SUBSECTION D, PARAGRAPH 2 OF THIS SECTION IF THE COURT FINDS THAT THE
DEFENDANT'S USE OF THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY WAS
WILLFUL.

2. AWARD COSTS AND REASONABLE ATTORNEY FEES TO EITHER:

(a) A PREVAILING PLAINTIFF IN ALL ACTIONS BROUGHT UNDER SUBSECTION A
OF THIS SECTION.

(b) A PREVAILING DEFENDANT IN ACTIONS BROUGHT BY AN INJURED PERSON.

F. 1IN AN ACTION FOR INJUNCTIVE RELIEF UNDER THIS SECTION, IRREPARABLE
HARM AND INTERIM HARM TO THE PLAINTIFF IS PRESUMED IF THE COURT FINDS THAT
THE ARTICLES OR PRODUCTS SUBJECT TO SUBSECTION A OF THIS SECTION ARE BEING
SOLD OR OFFERED FOR SALE IN THIS STATE.

G. A PERSON IS INJURED BY THE SALE OR OFFER FOR SALE OF AN ARTICLE OR
PRODUCT SUBJECT TO SUBSECTION A OF THIS SECTION IF THE PERSON ESTABLISHES BY
A PREPONDERANCE OF THE EVIDENCE THAT BOTH:

1. THE PERSON MANUFACTURES ARTICLES OR PRODUCTS THAT ARE SOLD OR
OFFERED FOR SALE IN THIS STATE IN COMPETITION WITH ARTICLES OR PRODUCTS THAT
ARE SUBJECT TO SUBSECTION A OF THIS SECTION.
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2. THE PERSON'S ARTICLES OR PRODUCTS WERE NOT MANUFACTURED USING THE
STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY IN VIOLATION OF SUBSECTION A
OF THIS SECTION.

H. IN AN ACTION UNDER THIS SECTION, THE USE OF STOLEN OR
MISAPPROPRIATED INFORMATION TECHNOLOGY MAY BE ESTABLISHED FROM THE BUSINESS
RECORDS OF A PERSON SUBJECT TO SUBSECTION A OF THIS SECTION BY EVIDENCE
DERIVED FROM TECHNIQUES USED BY THE INFORMATION TECHNOLOGY OWNER TO ESTABLISH
THE USE OF STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY OR BY OTHER
COMPETENT EVIDENCE.

I. BEGINNING EIGHTEEN MONTHS AFTER THE EFFECTIVE DATE OF THIS SECTION
AND EXCEPT AS PROVIDED IN SUBSECTION K OF THIS SECTION, IF THE COURT
DETERMINES THAT A PERSON WHO VIOLATED SUBSECTION A OF THIS SECTION LACKS
SUFFICIENT ATTACHABLE ASSETS IN THIS STATE TO SATISFY A JUDGMENT RENDERED
AGAINST IT, THE COURT SHALL ENJOIN THE SALE OR OFFERING FOR SALE IN THIS
STATE OF ANY ARTICLES OR PRODUCTS SUBJECT TO SUBSECTION A OF THIS SECTION.
ANY THIRD PARTY WHO IS SERVED WITH OR WHO IS OTHERWISE SUBJECT TO AN ORDER
FOR INJUNCTIVE RELIEF ISSUED PURSUANT TO THIS SECTION SHALL BE AFFORDED
REASONABLE NOTICE OF NOT LESS THAN NINETY DAYS AND ANY AFFIRMATIVE DEFENSE
RAISED PURSUANT TO SUBSECTION K OF THIS SECTION SHALL BE DECIDED BEFORE THE
INJUNCTION MAY BE ENFORCED AGAINST THAT THIRD PARTY.

J. BEGINNING EIGHTEEN MONTHS AFTER THE EFFECTIVE DATE OF THIS SECTION,
THE COURT MAY PROCEED IN REM AGAINST ANY ARTICLES OR PRODUCTS ALLEGED TO BE
SUBJECT TO SUBSECTION A OF THIS SECTION, INCLUDING ANY ARTICLES OR PRODUCTS
SOLD OR OFFERED FOR SALE IN THIS STATE. EXCEPT AS PROVIDED IN SUBSECTION K
OF THIS SECTION, ALL SUCH ARTICLES OR PRODUCTS ARE SUBJECT TO ATTACHMENT ON
OR AFTER THE FILING OF A COMPLAINT, REGARDLESS OF THE AVAILABILITY OR AMOUNT
OF ANY MONETARY JUDGMENT, OF WHO HAS TITLE TO THE ARTICLES OR PRODUCTS AND OF
THE EXISTENCE OF THE GROUNDS SPECIFIED IN SECTION 12-1521. ABSENT GOOD CAUSE
SHOWN, THE AMOUNT OF ANY BOND FILED PURSUANT TO THIS SUBSECTION SHALL BE TEN
THOUSAND DOLLARS. EXCEPT AS PROVIDED IN SUBSECTION K OF THIS SECTION, IF A
COURT DETERMINES THAT ANY SUCH ARTICLES OR PRODUCTS VIOLATE SUBSECTION AN OF
THIS SECTION, THE COURT, ACTING IN REM, SHALL ENJOIN THE SALE OR OFFER FOR
SALE IN THIS STATE OF THE ARTICLES OR PRODUCTS. A THIRD PARTY WHO IS SERVED
WITH OR WHO IS OTHERWISE SUBJECT TO AN ORDER FOR ATTACHMENT OR INJUNCTION
SHALL BE AFFORDED REASONABLE NOTICE OF NOT LESS THAN NINETY DAYS AND ANY
AFFIRMATIVE DEFENSE RAISED PURSUANT TO SUBSECTION K OF THIS SECTION SHALL BE
DECIDED BEFORE AN ATTACHMENT ORDER MAY BE ENFORCED AGAINST THAT THIRD PARTY.

K. A COURT MAY NOT ENFORCE AN ORDER FOR ATTACHMENT OR INJUNCTIVE
RELIEF UNDER SUBSECTION I OR J OF THIS SECTION AGAINST A PERSON, OTHER THAN
THE MANUFACTURER OF THE ARTICLES OR PRODUCTS, WHO HAS AN INTEREST IN AN
ARTICLE OR PRODUCT SUBJECT TO SUBSECTION A OF THIS SECTION IF THE THIRD PARTY
ESTABLISHES BY A PREPONDERANCE OF THE EVIDENCE THAT THE THIRD PARTY:

1. IS THE END CONSUMER OF AN ARTICLE OR PRODUCT SUBJECT TO THE ORDER
OR ACQUIRED THE ARTICLE OR PRODUCT AFTER ITS SALE TO AN END CONSUMER.

2. IS A BUSINESS WITH ANNUAL REVENUES OF LESS THAN FIFTY MILLION
DOLLARS.
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3. ACQUIRED THE ARTICLES OR PRODUCTS IN GOOD FAITH RELIANCE ON EITHER
A CODE OF CONDUCT OR A SIMILAR WRITTEN DOCUMENT THAT GOVERNS THE THIRD
PARTY'S COMMERCIAL RELATIONSHIPS WITH THE MANUFACTURER ALLEGED TO HAVE
VIOLATED SUBSECTION A OF THIS SECTION AND THAT INCLUDES COMMITMENTS THAT
PROHIBIT USE OF THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY AT ISSUE
BY SUCH MANUFACTURER OR ON WRITTEN ASSURANCES FROM THE MANUFACTURER OR
SUPPLIER OF THE ARTICLES OR PRODUCTS THAT THE ARTICLES OR PRODUCTS, TO THE
BEST OF THE MANUFACTURER'S OR SUPPLIER'S KNOWLEDGE, WERE MANUFACTURED WITHOUT
THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY BEING USED IN THE
BUSINESS OPERATIONS OF THE MANUFACTURER OR SUPPLIER IF WITHIN ONE HUNDRED
EIGHTY DAYS OF RECEIVING SERVICE UNDER SUBSECTION I OR J OF THIS SECTION OR
RECEIVING A WRITTEN NOTICE THAT SATISFIES THE REQUIREMENTS OF SUBSECTION C OF
THIS SECTION, THE THIRD PARTY USES COMMERCIALLY REASONABLE EFFORTS TO
IMPLEMENT COMMERCIALLY REASONABLE PRACTICES AND PROCEDURES TO CAUSE THE
MANUFACTURER OR SUPPLIER TO CEASE SUCH THEFT OR MISAPPROPRIATION OR TO
PREVENT FUTURE ACQUISITION OF ARTICLES OR PRODUCTS FROM THE MANUFACTURER OR
SUPPLIER SUBJECT TO SUBSECTION A OF THIS SECTION.

4. HAS MADE COMMERCIALLY REASONABLE EFFORTS TO PREVENT THE ACQUISITION
OF ARTICLES OR PRODUCTS SUBJECT TO SUBSECTION A OF THIS SECTION BY ACTING IN
GOOD FAITH TO REQUIRE ITS MANUFACTURERS AND SUPPLIERS NOT TO USE STOLEN OR
MISAPPROPRIATED INFORMATION TECHNOLOGY IN A MANNER THAT WOULD VIOLATE
SUBSECTION A OF THIS SECTION AND USING COMMERCIALLY REASONABLE EFFORTS TO
IMPLEMENT SUCH PRACTICES AND PROCEDURES TO PREVENT ACQUISITION OF SUCH
ARTICLES AND PRODUCTS. A THIRD PARTY MAY SATISFY THIS PARAGRAPH BY
DEMONSTRATING THAT ITS CONTRACTS WITH DIRECT MANUFACTURERS, OR CODES OF
CONDUCT OR SIMILAR WRITTEN DOCUMENTS TO WHICH THE THIRD PARTY ADHERES AND
WHICH APPLY TO DIRECT MANUFACTURERS, PROHIBIT THE USE OF THE STOLEN OR
MISAPPROPRIATED INFORMATION TECHNOLOGY AT ISSUE BY THE MANUFACTURER, SUBJECT
TO A GENERAL RIGHT OF AUDIT, AND THE THIRD PARTY HAS A PRACTICE OF AUDITING
ITS DIRECT MANUFACTURERS ON A PERIODIC BASIS ACCORDING TO GENERALLY ACCEPTED
INDUSTRY STANDARDS.

5. DOES NOT HAVE A CONTRACTUAL RELATIONSHIP WITH THE PERSON WHO IS
ALLEGED TO HAVE VIOLATED SUBSECTION A OF THIS SECTION WITH RESPECT TO THE
MANUFACTURE OR SUPPLY OF THE ARTICLES OR PRODUCTS THAT ARE ALLEGED TO HAVE
BEEN MANUFACTURED IN VIOLATION OF SUBSECTION A OF THIS SECTION.

44-1583. Inspection of business records

IN ANY ACTION UNDER SECTION 44-1582, THE COURT, PURSUANT TO APPLICABLE
RULES OF DISCOVERY, SHALL PERMIT THE PLAINTIFF, THE PLAINTIFF'S
REPRESENTATIVE OR, IF APPROPRIATE, A JUDICIALLY APPOINTED DESIGNEE TO ENTER
ONTO THE DEFENDANT'S BUSINESS PREMISES TO INSPECT ANY INFORMATION TECHNOLOGY,
RECORDS, FILES OR OTHER EVIDENCE THAT IS RELEVANT TO THE ALLEGED USE OF
STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY IN VIOLATION OF SECTION
44-1582. ANY DISCOVERY TAKEN PURSUANT TO THIS SECTION IS IN ADDITION TO AND
DOES NOT LIMIT ANY OTHER DISCOVERY PERMITTED UNDER APPLICABLE RULES,
INCLUDING RULES PROVIDING FOR ENTRY ONTO LAND OR OTHER PROPERTY FOR
INSPECTION AND OTHER PURPOSES.
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44-1584. Defenses

IN ANY ACTION UNDER SECTION 44-1582, A DEFENDANT IS NOT LIABLE IF THE
DEFENDANT PROVES BY A PREPONDERANCE OF THE EVIDENCE THAT THE AGGREGATE RETAIL
VALUE OF THE STOLEN OR MISAPPROPRIATED INFORMATION TECHNOLOGY AT THE TIME OF
THE ALLEGED VIOLATION IS LESS THAN TEN THOUSAND DOLLARS. FOR THE PURPOSES OF
THIS SECTION, "RETAIL VALUE™ MEANS THE RETAIL PRICE OF THE INFORMATION
TECHNOLOGY IN THIS STATE, MULTIPLIED BY THE NUMBER OF STOLEN OR
MISAPPROPRIATED ITEMS USED IN THE BUSINESS OPERATIONS OF THE PERSON WHO IS
ALLEGED TO HAVE VIOLATED SECTION 44-1582.

Sec. 2. Severability

If a provision of this act or its application to any person or
circumstance is held invalid, the invalidity does not affect other provisions
or applications of the act that can be given effect without the invalid
provision or application, and to this end the provisions of this act are
severable.
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