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Be it enacted by the Legislature of the State of Arizona:

Section 1. Title 41, chapter 32, article 1, Arizona Revised Statutes,
is amended by adding section 41-3507, to read:

41-3507. Statewide information security and privacy office;
duties; suspension of budget unit's information
infrastructure

A. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE IS
ESTABLISHED IN THE GOVERNMENT INFORMATION TECHNOLOGY AGENCY. THE STATEWIDE
INFORMATION SECURITY AND PRIVACY OFFICE SHALL SERVE AS THE STRATEGIC
PLANNING, FACILITATION AND COORDINATION OFFICE FOR INFORMATION TECHNOLOGY
SECURITY IN THIS STATE. INDIVIDUAL BUDGET UNITS SHALL CONTINUE TO MAINTAIN
OPERATIONAL RESPONSIBILITY FOR INFORMATION TECHNOLOGY SECURITY.

B. THE DIRECTOR SHALL APPOINT A STATEWIDE CHIEF INFORMATION SECURITY
OFFICER TO MANAGE THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE. THE
STATEWIDE CHIEF INFORMATION SECURITY OFFICER SHALL REPORT TO THE DIRECTOR
PURSUANT TO SECTION 41-3503.

C. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE SHALL
DEVELOP, IMPLEMENT, MAINTAIN AND ENSURE COMPLIANCE BY EACH BUDGET UNIT WITH A
COORDINATED STATEWIDE ASSURANCE PLAN FOR INFORMATION SECURITY AND PRIVACY.
THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE SHALL:

1. DIRECT INFORMATION SECURITY AND PRIVACY PROTECTION COMPLIANCE
REVIEWS WITH EACH BUDGET UNIT TO ENSURE COMPLIANCE WITH STANDARDS AND
EFFECTIVENESS OF SECURITY ASSURANCE PLANS AS NECESSARY.

2. IDENTIFY INFORMATION SECURITY AND PRIVACY PROTECTION RISKS IN EACH
BUDGET UNIT AND DIRECT AGENCIES TO ADOPT RISK MITIGATION STRATEGIES, METHODS
AND PROCEDURES TO LESSEN THESE RISKS.

3. MONITOR AND REPORT COMPLIANCE OF EACH BUDGET UNIT WITH STATE
INFORMATION SECURITY AND PRIVACY PROTECTION POLICIES, STANDARDS AND
PROCEDURES.

4. COORDINATE STATEWIDE INFORMATION SECURITY AND PRIVACY PROTECTION
AWARENESS AND TRAINING PROGRAMS.

5. DEVELOP OTHER STRATEGIES AS NECESSARY TO PROTECT THIS STATE'S
INFORMATION TECHNOLOGY INFRASTRUCTURE AND THE DATA THAT IS STORED ON OR
TRANSMITTED BY SUCH INFRASTRUCTURE.

D. THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE MAY
TEMPORARILY SUSPEND OPERATION OF INFORMATION INFRASTRUCTURE THAT IS OWNED,
LEASED, OUTSOURCED OR SHARED IN ORDER TO ISOLATE THE SOURCE OF, OR STOP THE
SPREAD OF, AN INFORMATION SECURITY BREACH OR OTHER SIMILAR INCIDENT. A
BUDGET UNIT SHALL COMPLY WITH DIRECTIVES TO TEMPORARILY DISCONTINUE OR
SUSPEND OPERATIONS OF INFORMATION INFRASTRUCTURE.

E. EACH BUDGET UNIT AND ITS CONTRACTORS SHALL IDENTIFY AND REPORT
SECURITY INCIDENTS TO THE STATEWIDE INFORMATION SECURITY AND PRIVACY OFFICE
IMMEDIATELY ON DISCOVERY AND DEPLOY MITIGATION STRATEGIES AS DIRECTED.
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